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Learning Objectives of This Lecture

• Understand why sharing genomic data is risky
• Re-identification attacks
• Membership/Attribute Inference attacks
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Outline

• DNA? Who Cares?

• DNA and the Quasi-Identifier Dilemma
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*omics Data is High-Dimensional! 
• AG AT CA AA CA TG GC AA TA AT CA GT AG GG AT AT CC AC AG TT AA TA CT CC AG 
CA GC AG AT AA CA GG TA GG GC GA AA GA GA GC CA TA CT CC CC CC CA TT AG TT 
GT AA GG GG AT AC CA GC GG AC AC AC AG TT TC AA CC AC AT CG TG AC AT GG TC 
AT CC GC GA TC AC CT CC CG TG TT TT GC TC TC AC AC AT AT GA CA TG CT TA AC 
CT AG TC CC AC TT CA AA CG TG TA AA TT GA TA TC CT AC AT CA CT CA CC TC AG 
TC TA CA CC CG TG TA TT AG GT CC TT TA TG TA CC GA GG CC GG GG AG TT GG TT 
CA CG TT CC CC AA CG CC TC AT TG AT AT AT CC CC GC CA CA TC AA GT CT GG CT 
CC AC CT TA GT TA AC GC CA GT GA AA CT TG GC GC CA TT CC CA AG GG AG CC AC 
AT AG GG GT GG TA GG GA AG TT TT TA CG AC AC GT TG TT CG AT CG GC AC CC AT 
CT AC TG AT TT TT AG CT GA CG CA TT GC TG CG AG GC GG TG TC AA AC TA TG TC 
CG GT GT CG AC AA AT GG GT CC GT TT CG CA GA AT TT GC TA CA TA AC AC AC AG 
TC TG AC TG TA GT AC GT TG TG AA GG TG CG TG CT AG TG CG GG CC AA CC GG AG 
GA GG GT CG TC TG CC GT AC TT CC AG CT AT AT TG TT AG GG TA AA AG AA GT CA 
AC GC CC TT TC GA GC GT GG AT GT CG TC AC AT GA AC AT CT GA TC CA GA CA GA 
CA AT AT TG AC GG CC CA AT GT CT TT GT GT CT AG CT CG CA GT AC CC CT GA CG 
CC GT GC TA CC CC AG TG GG GG TA GA TT CG AC CG CG GG TC AG TA GC TC CT GA 
AG GG AC TA AT TA CT TC TG TT GT GT GC GT CC CT TC GC TA GG AC GA AT CT TG 
GA TG GG AA AA TA AT CT CA AA AC CC TC AT CG AG GG TG CC GC GT AG AC CT TC 
CA AG GC GA TA TG AC TA AA CG AA GA CA GA TA TG AT AT CA CC AC AC GG TT TA 
GG GC CG CC TG TA TG TT GT CC CT AC TT CC CT TA CA AC TG CG GG TC AT GA CC

BME2133: Lecture 11  ©2025 Zhiyu Wan 4

There’s only one person 
who matches on 500 SNPs

Adapted from Bradley Malin’s slides



Associations
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Age Race Sex Clinical Phenotype Drug Administered Adverse Reaction?

42 White M Deep Vein Thrombosis
Diabetes Type II

Warfarin
7.1mg

No

12 White M Pulmonary Embolism
Pneumonia

Warfarin
8.2mg

Yes

65 White F Deep Vein Thrombosis
Stroke

Warfarin
4.8mg

No

58 Black F Pulmonary Embolism
Broken Arm

Warfarin
5.2mg

No

32 Asian M Pulmonary Embolism
Dementia

Warfarin
7.8mg

No

56 White F Deep Vein Thrombosis
Diabetes Type II

Warfarin
4.5mg

No

23 Black M Deep Vein Thrombosis
HIV-Positive

Warfarin
7.2mg

Yes

37 Asian F Blood Clot
Hypercholesterolemia

Warfarin
5.7mg

No

19 White F Blood Clot
Hyperlipidemia

Warfarin
6.3mg

No

24 Black F Blood Clot
Shortness of Breath

Warfarin
7.4mg

Yes
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Personalizing Medicine
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DNA
Databank

Electronic
Medical
Records

Vanderbilt 
Medical Center

Homer was diagnosed 
with pneumonia.  He was 
treated with an antibiotic.  
His glucose level was …

aaatatccctgataa

Clinical Goal:

Tailor Homer’s 
treatment to his DNA 

Scientific Challenge:

Need to learn 
associations between 
DNA clinical features



Information Integration
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Extract DNA

Discarded blood
- 50K per year

Clinical
Resource

Updated Weekly

Clinical 
Notes

CPOE
Orders
(Drug)

Clinical
Messaging 

Electronic Medical Record System
- 80M entries on >1.5M patients

ICD9,
CPT

Test Results

http://www.onlinetelemedicine.com/html/product/sam_images/X-Ray.jpg


Associations
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Age Race Sex Clinical Phenotype Drug Administered DNA Adverse Reaction?

42 White M Deep Vein Thrombosis
Diabetes Type II

Warfarin
7.1mg

aaca No

12 White M Pulmonary Embolism
Pneumonia

Warfarin
8.2mg

cggt Yes

65 White F Deep Vein Thrombosis
Stroke

Warfarin
4.8mg

aagt No

58 Black F Pulmonary Embolism
Broken Arm

Warfarin
5.2mg

cgca No

32 Asian M Pulmonary Embolism
Dementia

Warfarin
7.8mg

agga No

56 White F Deep Vein Thrombosis
Diabetes Type II

Warfarin
4.5mg

agct No

23 Black M Deep Vein Thrombosis
HIV-Positive

Warfarin
7.2mg

aact Yes

37 Asian F Blood Clot
Hypercholesterolemia

Warfarin
5.7mg

cact No

19 White F Blood Clot
Hyperlipidemia

Warfarin
6.3mg

cggt No

24 Black F Blood Clot
Shortness of Breath

Warfarin
7.4mg

aggt Yes
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Data 
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Research Support &
Data Collection



Genetic Association Approaches
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Traditional Model
• Disease specific 
• Defined population
• Investigator driven
• Specific hypothesis
• Smaller populations
• Research derived samples and 

information
• Candidate genes specific to disease
• Subjects can be recontacted
• Hypothesis testing

Vanderbilt DNA Databank Model
 Any disease
 All comers
 Institutionally managed
 Multiple/dynamic hypotheses
 Large scale
 Clinically derived samples and 

information
 Genome scan, shared genotyping 

database
 De-identified
 Hypothesis generation



Technology + Policy

• Databank access restricted to Vanderbilt employees
• it is NOT a public resource

• Databank users sign Data Use Agreement that prohibits use of data for re-
identification

• Access approved on project-specific basis by Operations Advisory Board (OAB) 
and Institutional Review Board

• Project-specific user ID and password; all data access logged and audited by OAB
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Data Sharing Policies
• Feb ‘03: National Institutes of Health Data Sharing Policy

• “data should be made as widely & freely available as possible”
• researchers who receive >= $500,000 must develop a data sharing plan or describe why 

data sharing is not possible
• Derived data must be shared in a manner that is devoid of “identifiable information” 

 Aug ‘07: NIH Supported Genome-Wide Association Studies Policy
 Researchers who received > $0 for GWAS

 Funding condition: contribute de-identified genomic and EMR-derived 
phenotype data to database of genotypes and phenotypes (dbGAP) at NCBI, NIH

 Aug ‘14: NIH Genomic Data Sharing Policy
 For any genomic sequencing data 
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Outline

• DNA? Who Cares?

• DNA and the Quasi-Identifier Dilemma
• Genome Basics
• Identity Disclosure (Re-identification)
• Membership/Attribute Inference
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Some Basic Genetics

• SNPs usually have two alleles (major E & minor e)
• Usually don’t care which parent the SNP is from

• Barring rare events: SNPi ∈ {EE, Ee, ee}

• Probabilities of these events
{πi1, πi2, πi3}  {πi(EE), πi(Ee), πi(ee)}
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Some Probabilities

• pi = Probability of observing dominant allele for ith SNP

BME2133: Lecture 11  ©2025 Zhiyu Wan 18

Mother

E e

Father E pi
2 pi(1-pi)

e pi(1-pi) (1-pi)2

EE pi
2

Ee 2pi(1-pi)

ee (1-pi) 2

Hardy-Weinberg Assumption

It’s beyond today’s class, but the model scales to any number of alleles



Outline

• DNA? Who Cares?

• DNA and the Quasi-Identifier Dilemma
• Genome Basics
• Identity Disclosure (Re-identification)
• Membership/Attribute Inference
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Defining Uniqueness
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• Chance that 2 unrelated people match at a single SNP i:

∑
=

=
3

1

2

l
ili πμ

689.0375.0 ≤≤ iμ

pi = 0.5 pi = 0.9

• If dominant allele probability ≤ 0.9:



Defining Uniqueness
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• Chance that 2 unrelated people match at a single SNP i:

∑
=

=
3

1

2

l
ili πμ

pi = 0.5 pi = 0.99

• If dominant allele probability ≤ 0.99:

961.0375.0 ≤≤ iμ



Defining Uniqueness

• Assume independence of SNPs (not always the case)
• Prob. 2 people match on set of SNPs S:
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∏
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Leveraging Prior Knowledge

• You suspect person is selected from a population of N people

• Probability it’s the same individual given your sample AND record in 
dataset is a “match” over set of SNPs is:
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( ) ( ) ( )
( ) ( ) ( ) ( )samePsamematchPsamePsamematchP

samePsamematchPmatchsameP
¬¬+

=
||

||

𝑃𝑃 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠|𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

=
1 1/𝑁𝑁

1 1/N + ∏𝑖𝑖=1
𝑆𝑆 𝜇𝜇𝑖𝑖 1 − 1/𝑁𝑁



Independent SNPs?

• Chromosome 21
• ~ 24,047 SNPs
• Summarize into ~ 4,563 SNPs

• But we only need around 80 to uniquely represent you!
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Outline

• DNA? Who Cares?

• DNA and the Quasi-Identifier Dilemma
• Genome Basics
• Identity Disclosure (Re-identification)
• Membership/Attribute Inference
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*omics Data is High-Dimensional! 
• AG AT CA AA CA TG GC AA TA AT CA GT AG GG AT AT CC AC AG TT AA TA CT CC AG 
CA GC AG AT AA CA GG TA GG GC GA AA GA GA GC CA TA CT CC CC CC CA TT AG TT 
GT AA GG GG AT AC CA GC GG AC AC AC AG TT TC AA CC AC AT CG TG AC AT GG TC 
AT CC GC GA TC AC CT CC CG TG TT TT GC TC TC AC AC AT AT GA CA TG CT TA AC 
CT AG TC CC AC TT CA AA CG TG TA AA TT GA TA TC CT AC AT CA CT CA CC TC AG 
TC TA CA CC CG TG TA TT AG GT CC TT TA TG TA CC GA GG CC GG GG AG TT GG TT 
CA CG TT CC CC AA CG CC TC AT TG AT AT AT CC CC GC CA CA TC AA GT CT GG CT 
CC AC CT TA GT TA AC GC CA GT GA AA CT TG GC GC CA TT CC CA AG GG AG CC AC 
AT AG GG GT GG TA GG GA AG TT TT TA CG AC AC GT TG TT CG AT CG GC AC CC AT 
CT AC TG AT TT TT AG CT GA CG CA TT GC TG CG AG GC GG TG TC AA AC TA TG TC 
CG GT GT CG AC AA AT GG GT CC GT TT CG CA GA AT TT GC TA CA TA AC AC AC AG 
TC TG AC TG TA GT AC GT TG TG AA GG TG CG TG CT AG TG CG GG CC AA CC GG AG 
GA GG GT CG TC TG CC GT AC TT CC AG CT AT AT TG TT AG GG TA AA AG AA GT CA 
AC GC CC TT TC GA GC GT GG AT GT CG TC AC AT GA AC AT CT GA TC CA GA CA GA 
CA AT AT TG AC GG CC CA AT GT CT TT GT GT CT AG CT CG CA GT AC CC CT GA CG 
CC GT GC TA CC CC AG TG GG GG TA GA TT CG AC CG CG GG TC AG TA GC TC CT GA 
AG GG AC TA AT TA CT TC TG TT GT GT GC GT CC CT TC GC TA GG AC GA AT CT TG 
GA TG GG AA AA TA AT CT CA AA AC CC TC AT CG AG GG TG CC GC GT AG AC CT TC 
CA AG GC GA TA TG AC TA AA CG AA GA CA GA TA TG AT AT CA CC AC AC GG TT TA 
GG GC CG CC TG TA TG TT GT CC CT AC TT CC CT TA CA AC TG CG GG TC AT GA CC
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But Who is This?

Adapted from Brad’s slides



Uniqueness is NOT Sufficient
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De-identified
DNA

Identified
Data

Necessary 
Condition

Necessary 
Condition

Necessary 
Condition

Linking Mechanism



Who, What, Where, …
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Who knows 
the name?

Who has 
access?

Forensics

Life Science
Researchers

Anyone 
who swipes 

a tissue 
sample?Paternity 

Companies?



It’s not just unique sequences…
summary stats
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CASES 
(e.g., Diabetes) SNP 1 SNP 2

…

SNP n

Allele AA AT TT CC CG GG GG GT TT

Probability 0.3 0.35 0.35 0.6 0.25 0.15 0.55 0.35 0.1

CONTROLS
(e.g., No diabetes) SNP 1 SNP 2

…

SNP n

Allele AA AT TT CC CG GG GG GT TT

Probability 0.5 0.3 0.2 0.7 0.2 0.1 0.6 0.3 0.1

General Population (e.g., HapMAP)

SNP 1 SNP 2

…

SNP n

Allele AA AT TT CC CG GG GG GT TT

Probability 0.3 0.35 0.35 0.6 0.25 0.15 0.55 0.35 0.1

PRIVATE 
“adversary”

Name SNP 1 SNP 2

…

SNP n

Alice AA CG TT

Bob AT GG GT

Association Studies (e.g., dbGaP)

*N. Homer, et al. 
PLoS Genetics. 2008; 
4(8): e1000167



More Specifically

• Use microarray technology to measure intensity of allele.

• For a single individual i:
• Each SNPj allele has intensity of 0, 0.5, or 1
• call this Yi,j

• For a “mixed” study population:
• Each SNPj allele has intensity proportional to study population’s contribution
• Call this Mj

• For a “reference” population:
• Same concept as M
• Call this Rj
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So, where’s the Target?

• |Yij - Mj|  difference between individual & mixed study

• |Yij - Rj|  difference between individual & reference pop.

D(Yij) = |Yij - Rj| - |Yij - Mj|

• Null Hypothesis: Individual is not in mixed study.
• D(Yij) should be approaching 0 [due to “ancestral similarity” in M and R]

• Alternative Hypothesis
• D(Yij) > 0 because Mj is shifted away from reference by Yj’s contribution to the mixture
• D(Yij) < 0 because Yj is more similar to reference population than the mixture
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Testing

• µ0 : Mean of D(Yi) of all individuals not in the mixture

• SD(Yi): St. Dev. of D(Yi,j) for all SNPs j and individual Yi

• s: number of SNPs

• Can assume µ0 = 0 [random individual equidistant to M & R]

• Null hypotheses T = 0.  Alternative is that T > 0
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( ) ( )( )
( )( ) sYDSD

μYDEYT
i

i
i /

0−
=



Number of SNPs Necessary

• Approximately 10,000 – 25,000 SNPs necessary to determine if 
person in a particular study.
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Proc. 2009 ACM Conference on Computers & Communications Security

Homer needed ~10,000 SNPs… Wang needs around 200!

Leverages linkage disequilibrium and some nifty integer programming.
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Linkage Disequilibrium

• Non-random association of alleles at different loci (i.e., different 
regions of genome)

• Occurs when loci are not independent
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And then some…

• Homer (and others) fail to provide an upper bound on the power of 
detection

• Given
• n: number of people in mixed sample
• β: maximal allowable power
• α: false positive level

 the Likelihood Ratio (LR) test provides the bound

BME2133: Lecture 11  ©2025 Zhiyu Wan 37

nSzz βα /||1 =+ −

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.



Valid When…

• n > 500
• Minor allele frequency > 0.05
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*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.



And then some…

• Provides an upper bound on the number of SNPs that can be “safely” disclosed 
for chosen

• False positive rate
• Power of detection

• Implies
• |S| is linear in n for a fixed false positive and negative rate
• Power of the test does NOT depend on allele frequencies (if the recessive 

allele is large enough)!
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*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.



Analysis

• Note: “m” is “|S|”
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Wellcome Trust Case 
Control Consortium

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.



Readings for the Next Week

 1. Sweeney L. k-anonymity: A model for protecting privacy. International journal of uncertainty, 
fuzziness and knowledge-based systems. 2002 Oct;10(05):557-70.

 Optional
2. Dankar FK, El Emam K. A method for evaluating marketer re-identification risk. InProceedings of the 

2010 EDBT/ICDT Workshops 2010 Mar 22 (pp. 1-10).
3. Newton EM, Sweeney L, Malin B. Preserving privacy by de-identifying face images. IEEE transactions 

on Knowledge and Data Engineering. 2005 Jan 10;17(2):232-43.
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Feedback Survey

• One thing you learned or felt was 
valuable from today’s class & 
reading

• Muddiest point: what, if anything, 
feels unclear, confusing or 
“muddy”

• https://www.wjx.cn/vm/hX0mIro.aspx

BME2133: Lecture 11  ©2025 Zhiyu Wan 42

https://www.wjx.cn/vm/hX0mIro.aspx

	Medical Data Privacy and Ethics in the Age of Artificial Intelligence��Lecture 11: Risks of Genomic Data Sharing
	Learning Objectives of This Lecture
	Outline
	*omics Data is High-Dimensional! 
	Associations
	Slide Number 6
	Personalizing Medicine
	Information Integration
	Associations
	Slide Number 10
	Genetic Association Approaches
	Technology + Policy
	Slide Number 13
	Data Sharing Policies
	Slide Number 15
	Outline
	Some Basic Genetics
	Some Probabilities
	Outline
	Defining Uniqueness
	Defining Uniqueness
	Defining Uniqueness
	Leveraging Prior Knowledge
	Independent SNPs?
	Outline
	*omics Data is High-Dimensional! 
	Uniqueness is NOT Sufficient
	Who, What, Where, …
	It’s not just unique sequences…�summary stats
	More Specifically
	So, where’s the Target?
	Testing
	Number of SNPs Necessary
	Slide Number 34
	Slide Number 35
	Linkage Disequilibrium
	And then some…
	Valid When…
	And then some…
	Analysis
	Readings for the Next Week
	Feedback Survey

