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Learning Objectives of This Lecture

• Understand the definition of Marketer risk
• Know where to find data (availability)

• How to be a data detective

• Know the concept of facial image privacy
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Risk Models

• Risk means something different to everyone
• Can be modeled in various ways*

• Prosecutor 1/mini(yi)

• Journalist  1/mini(Yi)

• Marketer 

yi = size of group in sample
Yi = size of group in population
n = sample size
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*F. Dankar and K. El Emam. A method for evaluating marketer re-identification risk. EDBT/ICDT Workshops 2010. 
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Tuning the Marketer Model
• State of Kentucky risk {DOB, Gender, County, Race}
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K. Benitez and B. Malin. Evaluating re-identification risks with respect to the HIPAA Privacy Rule. JAMIA. 2010; 17: 169-177.
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Central Dogma of Re-identification
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Going to the Source
• They polled all U.S. states for what voter information is collected & 

shared

• What fields are shared?

• Who has access?

• Who can use it?

• What’s the cost?

BME2133: Lecture 12  ©2025 Zhiyu Wan 6

Safe Harbored
Clinical Records

Identified
Clinical Records

Limited Data Set
Clinical Records

Private Version
Identified

Voter Records

Public Version
Identified

Voter Records



The Availability of Demographics Varies…
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K. Benitez and B. Malin. Evaluating re-identification risks with respect to the HIPAA Privacy Rule. JAMIA. 2010; 17: 169-177.

IL MN TN WA WI

WHO Registered Political 
Committees
(ANYONE – In Person)

MN Voters Anyone Anyone Anyone

Format Disk Disk Disk Disk Disk

Cost $500 $46; “use ONLY for 
elections, political 
activities, or law 
enforcement”

$2500 $30 $12,500

Name     

Address     

Date of Birth    

Sex   

Race 

Phone Number  



Identifiability Changes!
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Limited Data Set Limited Data Set  Voter Reg.
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Worst Case vs. Reality
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And What About Cost?
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U.S. State
Limited Dataset Safe Harbor

At Risk Cost per Re-id At Risk Cost per Re-id
Virginia 3159764 $0 221 $0

South Carolina 2231973 $0 1386 $0

Wisconsin 72 $174 2 $6,250
West Virginia 55 $309 1 $17,000



A “Real” Study Reported in Late 2010!

• Challenge issued by U.S. Dept. Health & Human Services

• Provided ~15,000 Safe Harbor records to re-id team @ U. Chicago on 
self identified “minority” ethnicity

• Team purchased public records from commercial broker

• Could correctly identified 2 people

• Details at http://www.ehcca.com/presentations/HIPAAWest4/lafky_2.pdf
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Data Availability

• Information Generation
• Models of Availability
• Some Resources
• A Look at Voter Registration
• Curse of the SSN
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Information Explosion

BME2133: Lecture 12  ©2025 Zhiyu Wan 13
L. Sweeney. Information explosion. In L. Zayatz, et al. (eds) Confidentiality, Disclosure, and Data Access: Theory and Practical Applications for Statistical Agencies . Urban Institute, Washington, DC, 2001 
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Newer Data

• Exabyte = 1 billion gigabytes
 * Includes analog data

• radio communications, paper memos, etc.

 ** Includes new and replicated data
• Some estimates put original information 

closer to 40 exabytes
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More recent numbers

• On average, the US alone is 
generating 2,657,700 GB of 
Internet data every minute

• https://www.domo.com/learn/d
ata-never-sleeps-5
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Accessibility

 Characterization of datasets / data
 Meta-information

 Cost: Price per record or cost per dataset?
 Attribute: Type of data (e.g., name, birthdate, profession)
 Availability = Credentials needed to access the dataset
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Availability
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Anyone can access the 
information little, if any, 

constraints
(e.g., Google / Public Records)

Public

The data is there but there are 
some barriers to entry

(e.g., Money)

Semi-Public

Requires certain credentials to 
access such information

(e.g., Census researchers)

Semi-Private

Only privileged individuals 
are privy to the information

(e.g., Top Secret)

Private



US Census
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https://www.census.gov/data.html



Social Media Platforms (US vs. China)

• Facebook
• Instagram
• Twitter/X
• LinkedIn
• Pinterest
• Reddit
• YouTube
• TikTok
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• 人人网
• 微信（朋友圈）
• 新浪微博
• 领英
• 小红书
• 百度贴吧
• Bilibili
• 抖音



Intelius.com
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Property Assessments

• Tennessee
• http://www.assessment.cot.tn.gov/RE_Assessment/

• Davidson County
• http://www.padctn.org/real-property-search/
• Search by {Owner, Parcel, Street Address}

• Imagine combining with Google Maps (http://maps.google.com) or 
Zillow (http://www.zillow.com)
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http://www.assessment.cot.tn.gov/RE_Assessment/
http://www.padctn.org/real-property-search/


Reverse Lookups

• Phone
• http://www.anywho.com/reverse-lookup
• http://www.reversephonedirectory.com/

• DNS
• http://remote.12dt.com/
• http://psacake.com/web/eg.asp
• http://www.dnsstuff.com/
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http://remote.12dt.com/
http://psacake.com/web/eg.asp
http://www.dnsstuff.com/
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Collections on Everything

• Bankruptcy
• Birth
• Criminal
• Death
• Divorce
• DNS
• Employment
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 Financial (e.g., donations)
 Marriage
 Military
 Residential
 Social Security
 Phone
 Voting
 …
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Brokers are Real



Brokers are Big Business
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Take a look at 

• ConcertAI

• HealthVerity,

• IQVIA

• Komodo Health,

• Loopback Analytics

• Purple Health

• …

• Datavant Switchboard



Combining Databases?

• How do you integrate these 
databases?

• Do you trust names?
• Do you trust phone numbers?
• How much information would you need 

until you’re confident of a match?
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Registries
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• National Sex Offender Registry
• https://www.nsopw.gov/



Remember the Voter Database?

• Public Information Sharing

• Example: Washington
• If you are a voter, your name, address, political jurisdiction, gender, date of 

birth, voting record, date of registration, and registration number are public 
information under state law.

 (RCW 29A.08.710)

• This is public record by state law and does not violate security or 
privacy policy, however
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Behind Closed Doors
• More than public information for registration of voters

• Goal: Enable sharing of information with other states securely and accurately in fulfillment of 
HAVA (the Help America Vote Act)

• Example: Pennsylvania
• “Statewide Uniform Registry of Electors”, county election officials have direct access to the centralized 

statewide database
• The state uses “identifying number, name, and date of birth” for linking to motor vehicle and/or Social 

Security records
• Use a hybrid match: the number and first two characters of the last name must match exactly, with discretion 

left to the county commission to determine if the rest of the record is a match
• Currently uses the AAMVA (American Association of Motor Vehicles Administrators) criteria to match 

information with SSN digits: exact match of the last four digits of Social Security Number, first name, last name, 
month of birth, and year of birth.
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Washington
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http://dl.ncsbe.gov/index.html

North Carolina



Policy & Usage Restrictions
RCW 29A.08.740
Violations of restricted use of registered voter data - Penalties - Liabilities. (Effective January 1, 2006.)

(1) Any person who uses registered voter data furnished under RCW 29A.08.720 for the purpose of mailing or delivering any 
advertisement or offer for any property, establishment, organization, product, or service or for the purpose of mailing or 
delivering any solicitation for money, services, or anything of value is guilty of a class C felony punishable by imprisonment in a 
state correctional facility for a period of not more than five years or a fine of not more than ten thousand dollars or both such fine 
and imprisonment, and is liable to each person provided such advertisement or solicitation, without the person's consent, for the 
nuisance value of such person having to dispose of it, which value is herein established at five dollars for each item mailed or 
delivered to the person's residence. …

(2) Each person furnished data under RCW 29A.08.720 shall take reasonable precautions designed to assure that the data is not used 
for the purpose of mailing or delivering any advertisement or offer for any property, establishment, organization, product, or 
service or for the purpose of mailing or delivering any solicitation for money, services, or anything of value. However, the data 
may be used for any political purpose. Where failure to exercise due care in carrying out this responsibility results in the data being 
used for such purposes, then such person is jointly and severally liable for damages under subsection (1) of this section along with 
any other person liable under subsection (1) of this section for the misuse of such data. 

[2005 c 246 § 19. Prior: 2003 c 111 § 249; 2003 c 53 § 176; 1999 c 298 § 2; 1992 c 7 § 32; 1974 ex.s. c 127 § 3; 1973 1st ex.s. c 111 § 
4. Formerly RCW 29.04.120.]
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SSNs – Who Cares?
• The Social Security Number is one of, if not, the most overloaded numbers in the US
• It binds records on finances, insurance, education, death, taxes…
• Two HUGE problems: Fraud & Identity Theft
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Year
Total # of

Complaints

% of Complaints 
Reporting 

Amount Paid

Reported
Amount

Paid

Avg.
Amount 

Paid

Median
Amount 

Paid
2003 327,479 78% $459M $1.8k $222 
2004 406,193 76% $567M $1.8k $267 
2005 431,118 66% $682M $2.4k $350 
2016 3,000,000 51% $744M $1.1k $450

 63% Fraud: Internet Auction (12%), Foreign Money Offer (8%)
 37% ID theft: Credit card (26%), Phone / Utilities (18%), Employment (12%), Government 

documents / benefits (9%), Loan (5%)
https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-january-december-2016/csn_cy-2016_data_book.pdf



Location and Age Matter (2005)

• Highest per capita rate of identity theft (metropolitan areas)

• Rate of victimization by age range
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Rank Metropolitan Area Complaints Per 100,000 People
1Phoenix-Mesa-Scottsdale, AZ 178.3
2Las Vegas-Paradise, NV 158.5
3Riverside-San Bernardino-Ontario, CA 145.7

43Nashville-Davidson--Murfreesboro, TN 63.6

https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-
book-january-december-2016/csn_cy-2016_data_book.pdf



Location and Age Matter (2016)

• Highest per capita rate of identity theft (metropolitan areas)

• Rate of victimization by age range
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https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-
book-january-december-2016/csn_cy-2016_data_book.pdf



SSNs

• Federal paternalism for “social insurance”
• Benefits based on payroll tax contributions 
  Federal Old-Age Benefits
• Issuance began in late 1936
• Issued by the Social Security Administration

• Permanent residents
• Temporary / working residents

 First number to John David Sweeney Jr. (Baltimore, MD)
 Lowest number issued: 001-01-0001
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John David
Sweeney

http://www.ssa.gov/history



Medicare

• http://my.medicare.gov/
• Medicare Identification Number (MIN) 

is usually SSN + an added letter
• Ex: 000-00-0000A

• A = wage earner (primary)
• If spouse becomes eligible for Medicare 

benefits through primary, they are 
assigned a B

• Many valid suffixes

• MIN may be different than the SSN
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Ferree Snafu

• 1938: Wallet manufacturer, E.H. Ferree, promoted new wallet
• Sample card was a real card

• Hilda Schrader Whitcher, secretary of the company vice president

• Wallet sold by Woolworth department stores across the USA

• 1943: 5,755 people using the number
• SSA voided the number; issued Hilda new card
• > 40,000 people reported the Whitcher number as their own

• 1976: 40 people found using the number
• 1977: 12 “ “ “ “ “

• It’s known as “the Social Security Number issued by Woolworth”
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SSN Assignment

• SSNs are almost a one-time shot
• You can get a new SSN only in extremely rare circumstances
• You must prove

• Someone has stolen your number
• Someone is using it illegally
• The misuse is causing you serious harm
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http://www.socialsecurity.gov/ssnumber/ss5doc.htm



Modern Times: Restricted Use

• Some state laws restrict SSN use, display, and transfer (e.g., CA in 
2001)

• Michigan prohibits use of more than 4 consecutive digits of an SSN
• Is that sufficient protection?
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The SSN
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XXX-YY-ZZZ
Area
(AN)

Group
(GN)

Serial
(SN)



Area Numbers: XXX

• Prior to 1972: represented the state from which a person applied for 
their social security card

• After 1972: based on zip code in the mailing address provided on the 
application form
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Area Numbers: XXX
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# STATE # STATE # STATE # STATE

001-003 NH 232
237-246
681-690

NC

387-399 WI 627-645 TX

004-007 ME 400-407 KY 468-477 MN

008-009 VT 408-415
756-763 TN

478-485 IA

010-034 MA 247-251
654-658 SC

486-500 MO

035-039 RI 416-424 AL 501-502 ND

040-049 CT 252-260
667-675 GA 425-428

587-588
752-755

MI

503-504 SD

050-134 NY 505-508 NB

135-158 NJ 261-267
589-595
766-772

FL

509-515 KS

159-211 PA 429-432
676-679 AR

516-517 MT

212-220 MD 518-519 ID

221-222 DE 268-302 OH 433-439
659-665 LA

520 WY

223-231
691-699 VA

303-317 IN
521-524
650-653 CO318-361 IL 440-448 OK

232-236 WVA 362-386 MI 449-467 TX



Area Numbers: XXX
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# STATE # STATE

525, 585
648-649 NM 575-576

750-751 HI

526-527
600-601
764-765

AZ

577-579 DC

580 Virgin Islands

580-584
596-599 Puerto Rico

528-529
646-647 UT

586 Guam

530,680 NV 586 American Samoa

531-539 WA 586 Philipine Islands

540-544 OR 700-728 Railroad Board**

545-573
602-626 CA

729-733 Enumeration at Entry

574 AK

• **Discontinued 
7/1/63

• 000 will NEVER be a 
valid XXX number



Group Numbers: YY

• Range from 01-99
• They’re not allocated consecutively!
 Highest group issued as of 1/2/08

 http://www.ssa.gov/employer/highgroup.txt

 Can also trace the allocation of group numbers over time:
 http://www.ssa.gov/employer/ssnvhighgroup.htm
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Order Type Range
1st Odd 01 through 09
2nd Even 10 through 98
3rd Even 02 through 08
4th Odd 11 through 99



Serial Numbers: ZZZZ

 Last 4 digits 
 SNs have been issued “in monotonically increasing order” within each State and 

within each GN
 From 0001 to 9999

 However, SSA also writes:

 “SSNs are assigned randomly by computer within the confines of the area numbers 
allocated to a particular state based on data keyed to the Modernized Enumeration 
System” (50, RM00201.060)

 …reflecting SSA’s belief that idiosyncrasies in the SSN application and vetting 
processes make the SN assignment effectively random
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Abuse Registry
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https://apps.health.tn.gov/abuseregistry/
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Online Validation

• http://www.ssnvalidator.com
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Chances of correctly matching SSN digits by 
random guess, under status quo knowledge
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Alaska, 1998 New York, 1998

First 5 digits 
with 1 guess

All 9 digits with 
< 1,000 guesses

First 5 digits 
with 1 guess

All 9 digits with 
< 1,000 guesses

No auxiliary 
knowledge

0.0014% 0.00014% 0.0014% 0.00014%

Knowledge of 
state of SSN 
application

1% 0.1% 0.012% 0.0012%



Or SSDI

• You could wait until someone dies…
• Social Security Death Index (SSDI) Database

• http://search.ancestry.com/search/db.aspx?dbid=3693

• Death reported to the Social Security Administration
• Possibly submitted by “relation” requesting Social Security benefits 

http://www.ssa.gov/pubs/10084.html
• or to stop benefits
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Rise of the SSN

• Over 80 million records
• Data back to 1937, but the 

majority is after 1962
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Reasons to believe that the assignment lacks 
sufficient randomness
• In the last 30 years, SSN issuance has become more regular

• Increasing computerization of the public administration, including SSA and its 
various fields offices

• After 1972, SSN assignment centralized from Baltimore, MD
• After 1989, Enumeration at Birth Process (EAB)

• Prior to 1989, only small percentage of people received SSN when they were born
• Currently at least 90 percent of all newborns receive SSN via EAB together with birth 

certificate
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Adapted from A. Acquisti



Hence, two hypotheses

1. Expect SSN issuance patterns to have become more regular over 
the years, i.e., increasingly correlated with an individual’s birthday 
and birthplace

• This should be detected through analysis of available SSN data

2. Expect these patterns to have become so regular that it is possible 
to infer unknown SSNs based on the patterns detected on available 
SSNs

• This should be verified by contrasting estimated SSNs against known SSNs
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SSN assignment patterns: 
Two representative States 
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Prediction Approach

• Area number
• Mode AN in target’s state around target’s birthday

• Group number
• Mode GN in target’s state around target’s birthday

• Serial number

• Based on regressions coefficients, inserting target’s birthday as dd

BME2133: Lecture 12  ©2025 Zhiyu Wan 57



Success metrics

• Accuracy in prediction of the first 5 digits of an individual’s SSN with 
1, 10, 100, and 1000 attempts

• Note: 1,000 attempts is equivalent to 3-digit PIN 

• And is very insecure and vulnerable to brute force attacks
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AN-GN predictability (first 5 digits)
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EAB starts 
here (1989)

1973 2003

CA

ME



Full SSN predictability with <1,000 attempts
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Test 2: From social networks data 
to SSNs
• Used birthday data of 621 alive individuals to predict their SSN, based 

on interpolation with DMF data
• Sample: born in 1986-1990 (i.e., mostly before EAB)
• In most populous states (i.e., worst case scenario)

• Birthday and birthplace data can be obtained from several sources, 
but most easily, and in mass amounts, from online social networks
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Facebook estimations

• Overall AN prediction accuracy: 8.5%

• Overall GN prediction accuracy: 29.1%

• Combined AN-GN prediction accuracy: 6.3%
• Compare to corresponding weighted sample in Test 1 (based on DMF data): 

11.21%
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Clinical Text Privacy Risks
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 Wednesday, February 2, 1994
Marjorie Long, M.D.              RE: Virginia Townsend
St. John’s Hospital  CH#32-841-09787
Huntington 18               DOB 05/26/86
Boston, MA 02151

Dear Dr. Lang:

I feel much better after seeing Virginia this time. Dot is a 7 and
6/12 year old female in follow up for insulin dependent diabetes
mellitus diagnosed in June of 1993 by Dr. Frank at Brigham’s.
She is currently on Lily Human Insulin and is growing and
gaining weight normally. She will start competing again with the
U. S. Junior Gymnastics team.  We will contact Mrs. Hodgkins 
at Marina Corp 473-1214 for a follow-up visit for her daughter.
                        Patrick Hayes, M.D. 34764 



“Scrubbed” Document
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  1994
Erisa Cosborn, M.D.               RE: Kathel Wallams
Brighaul Hospital   CH#18-512-32871
Alberdam Way                YOB 86
Peabon, MA 02100

Dear Dr. Jandel:

I feel much better after seeing Kathel this time. Cob is a 7 
year old female in follow up for insulin dependent diabetes
mellitus diagnosed in June of 1993 by Dr. Wandel at Naming’s.
She is currently on Lily Human Insulin and is growing and
gaining weight normally. She will start competing again with the
___ .  We will contact Mrs. Learl at Garlaw Corp 912-8205 for a follow-up visit for her daughter.
                        Mank Brones, M.D. 21075 

Does this satisfy Safe 
Harbor?

Does this satisfy a 
Limited Dataset?



Scrub (Sweeney ‘96)

• Itemizes Commonsense knowledge
• What does first/last name, phone #, … look like?
• Provide lists of names, nicknames, abbreviations and parser/algorithms extract templates

• Detection based on precedence and probability via template observation / 
combination

• Identifier Detection based on AI model
• Blackboard architecture integrates detectors to systematically discover identifiers
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Sweeney L. Replacing Personally-Identifying Information in Medical Records, the Scrub System. In Proceedings of the 1996 AMIA Annual 
Symposium. 1996: 333-337.



Facial Image Privacy Risks
• Bioterrorism Surveillance Problem
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extended list of sources

Data sources
hospital inpatient claims
emergency room visits
physician office visits
lab reports
prescriptions
assisted living reports
school absentism
business absentism
animal reports
grocery purchases
web clickstream data
death data
videos of public spaces
GPS auto data

very non-traditional data

“traditional” for bioterrorism 
surveillance 



Tracking Faces in Video Data

• The world isn’t a static place
• Video and automated tracking of people is already here

 … and getting better.
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Camera-Happy World

• Over 85 million cameras in the US
• Manhattan has over 15,000 cameras
• Average American caught on camera 70 times / day

• Over 500,000 cameras in London
• Over 15,000 in the underground alone
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How to de-identify facial images?
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Readings for this Friday

 1. Sweeney L. k-anonymity: A model for protecting privacy. International journal of uncertainty, 
fuzziness and knowledge-based systems. 2002 Oct;10(05):557-70.

 Optional
2. Dankar FK, El Emam K. A method for evaluating marketer re-identification risk. InProceedings of the 

2010 EDBT/ICDT Workshops 2010 Mar 22 (pp. 1-10).
3. Newton EM, Sweeney L, Malin B. Preserving privacy by de-identifying face images. IEEE transactions 

on Knowledge and Data Engineering. 2005 Jan 10;17(2):232-43.
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Feedback Survey

• One thing you learned or felt was 
valuable from today’s class & 
reading

• Muddiest point: what, if anything, 
feels unclear, confusing or 
“muddy”

• https://www.wjx.cn/vm/hX0mIro.aspx
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