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Welcome to Medical Data Privacy and Ethics 
in the Age of Artificial Intelligence
• You’re sitting in BME2133

• When: Wednesdays & Fridays (Odd Week), 15:00-15:45, 15:55-16:40
• Where: SLST, A103

• Office Hours: Upon Request
• Teaching Assistant: 

• Sihan Xie (xiesh2024@shanghaitech.edu.cn)
• Hongzhu Jiang (jianghzh2024@shanghaitech.edu.cn)

• Instructor: Zhiyu Wan (wanzhy@shanghaitech.edu.cn)
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Goals of this lecture

 Know more about this course
• Instructor
• Objectives
• Grading policies
• Schedule

 Overview of the concepts
• AI
• Medical Data
• Medical AI
• Privacy
• Medical Data Privacy
• (Ethics)
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Hi! I’m Zhiyu Wan.
• BEng, Automation. XJTU (Gifted Young)
• MS & PhD, Computer Science, Vanderbilt
• Postdoc, Biomedical Informatics, VUMC

 Faculty in Biomedical Engineering
Health Information Safety and Intelligence Research Lab

(https://zhiyuwan.com/hisir-lab/)

 Research Areas
• Biomedical Data Privacy
• AI in Medicine
• Synthetic Data Generation
• Responsible AI
• AI Ethics
• …
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More to come (projects, homeworks, etc.) – links 
will be available from this schedule page



Course Objectives

 After this course, you should be able to analyze data privacy and 
ethics risks from three non-exclusive perspectives:

• Data Detectives: Understand how seemingly private information, can be 
discovered (or exploited) using automated strategies.

• Data Protectors: Construct privacy protection technologies that provide 
formal computational guarantees of privacy in disclosed databases.

• System Builders & Policy Designers: Develop a system or design a policy with 
built-in privacy mechanisms.
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Course Modules
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Expectations

• To analyze a dataset: You are expected to have a working knowledge 
of the Internet, word processing, and analysis tools (Python, R, 
Matlab, Excel, …)

• To Build a system: You are expected to be competent in an object-
oriented programming language (Java, C++, Python, …)

• Reading & Writing in English.
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Beyond Expectations

 You have experience in

• Information security (Cybersecurity expert, hacker)

• Data structures, algorithms, and statistics (Software engineer, statistician)

• Public policy and legal frameworks (Lawyer)

BME2133: Lecture 1  ©2025 Zhiyu Wan 22



Instructional Pedagogy

• Inputs: Lectures, group discussions, case discussions, guest lectures.
• Deliveries (Outputs): In-class quizzes, reading summaries, homework 

assignments, and course research projects.
• Understanding-based, heuristic teaching approach aligned with 

international standards.
• Encourage active learning and research interests.
• The primary spoken language is Chinese, while written materials are 

primarily in English.
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Grading Policies

• This is a research-oriented course. There are no exams.
• A substantial portion of your grade will be based on your “final” 

project.
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Criteria % of Total Grade
Course Project 40%
Homework Assignments 30% (+2.5%)
Reading Summaries 10% (+5%)
In-class quizzes 15% (+2%)
Class Participation 5%
Total 100%

More details: https://zhiyuwan.com/bme2133/#grading



Homework Policy

• Please do your own homework.

• Do not plagiarize without proper attribution – not even in your 
reading summaries.

• You can use AI assistant. However, you need to disclose and 
document the version number.

BME2133: Lecture 1  ©2025 Zhiyu Wan 25



Reading Summaries

 There is no required textbooks for this course.
 Assigned readings will be available one lecture before it is due (at the 

latest).
 Your summaries should be no more than 2 pages in length.
 Summaries will be graded on a {A-, A, A+} scale

• A- : You skimmed the reading and barely understood its meaning
• A : You read the reading and provided a reasonable account of its contents
• A +: You demonstrated critical reasoning and insight regarding the topic

 Submit summaries to the instructors and 2 TAs before class.
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Final Projects

• Your project should be an independent study on data privacy or ethics 
issues, with relationship to the area of biology, medicine, or health 
more generally (related to your own research areas preferred)

• You may design your own project or choose from a predefined set of 
topics (will be available later in the semester)

• Do not be afraid to discuss your project ideas with the instructor!
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Schedule

• Let’s look at the syllabus.
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Ethics (Sept 19, 24, Oct 11, 15, 17, 22)

• Ethical Issues in Biomedical Research and Informatics
• AI ethics
• Research ethics
• Life sciences ethics
• Information security and privacy
• Medical ethics

 Ethical Issues in Data Sharing and Medical AI
• Privacy challenges in data sharing
• Data governance and data lifecycle management
• Algorithmic fairness and bias
• Transparency and interpretability
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The Law and Regulations (Oct 29, 31) 

• The impact of international laws and regulations like HIPAA and GDPR 
on the impact of biomedical data.

• China’s data security law and personal information protection law.
• Compliance requirements for medical data sharing.
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Privacy Risks of Biomedical Data (Nov 5, 12, 
19, 26)
 Biomedical data:

• Electronic health records
• Natural language medical data
• Genomic data
• Medical image data

 Attack models:
• Re-identification attacks
• Membership inference attacks
• Reconstruction attacks

 Risk Assessment Methods
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Common Privacy Protection Techniques for 
Medical Data (Nov 14, 28, Dec 3)
 Data de-identification techniques

• K-anonymization

Game-theoretic models 
 Differential privacy
 Access control and audit techniques
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Advanced Privacy Protection Techniques for 
Medical Data (Dec 10, 12, 17)

 Cryptographical methods
• homomorphic encryption
• secure multi-party computation
• Encrypted hardware

• Federated learning
• Synthetic data generation
• Blockchain
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Privacy and Ethical Issues in Cutting-Edge AI 
Technologies for Healthcare (Dec 24, 26) 
 Large Language Models & Generative AI

• Introduction
• Applications
• Privacy issues
• Fairness issues
• Other ethical issues
• Solutions and future directions
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Course Project Presentation (Dec 26, 31)

• The students are in control

• You’ll be graded by a committee 
of special reviewers
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Introduction to AI

Definition of AI: AI refers to the simulation of human intelligence in 
machines that are programmed to think, learn, and make decisions.

 Types of AI:
• Narrow AI: Specialized in performing specific tasks.
• General AI: Hypothetical, with abilities similar to human cognitive functions.

BME2133: Lecture 1  ©2025 Zhiyu Wan 36



Development of AI
 Early Development: The origins of AI date back to the 1950s, with 

pioneers like Alan Turing and John McCarthy.

 Advancements in Machine Learning:
• 1990s: Introduction of supervised and unsupervised learning.
• 2010s: Emergence of deep learning, enabling AI to handle vast datasets like 

images and speech.
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Age of Artificial Intelligence (AI)
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A Brief History of LLM
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Open Source LLM Development (2025.05)
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Open Source LLM Development (2025.09)
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World Labs: Generate 3D worlds from a 
single image (Image2World) – Feifei Li
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Medical Data in the Age of AI

 Types of Medical Data:
• Electronic Health Records (EHRs): Patient data including medical history, 

diagnoses, and treatments.
• Medical Imaging: X-rays, MRIs, CT scans, etc.
• Genomic Data: DNA sequences and genetic information.
• Wearable Device Data: Vital signs, activity data, etc.

 Role of Medical Data
• Training AI Models: AI models require vast amounts of medical data to learn 

patterns and make accurate predictions.
• Data-Driven Insights: Medical data allows AI to assist in diagnosing diseases, 

predicting outcomes, and personalizing treatment plans.
• Challenges: Ensuring data quality, privacy, and compliance with regulations.
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Biomedical Informatics ≈ Biomedical Data Science

• The Cornelius Vanderbilt Professor (Emeritus) of Biomedical Informatics.
• The founding Chair of the Department of Biomedical Informatics (DBMI) from 2001-2004.
• The initial DBMI mission was to develop and evaluate leading-edge biomedical software 

applications to improve the quality of care, promote research, and enhance patient safety. 
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AI in Medicine

• AI in Medical Diagnostics
• AI for Image Recognition: Using 

deep learning to analyze medical 
images like X-rays, MRIs, and CT 
scans for early disease detection 
(e.g., detecting cancer).

• AI in Pathology: AI-powered 
systems to analyze pathology 
slides.
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AI in Medicine

• AI in Personalized Medicine
• Precision Medicine: AI models can 

process genomic data to tailor 
treatments based on individual 
genetic makeup.

• Predictive Analytics: AI algorithms 
can predict the likelihood of 
disease recurrence and suggest the 
most effective treatment options.
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AI in Medicine

• AI in Drug Discovery and 
Development

• Accelerating Drug Discovery: AI 
analyzes massive datasets of 
molecular information to identify 
potential drug candidates.

• AI for Clinical Trials: AI is used to 
identify suitable patient cohorts, 
predict trial outcomes, and optimize 
trial designs.
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Applications and Concerns of Large Language 
Models in Health Care
• A summary of the applications and concerns regarding LLMs in healthcare as communicated by 65 reviewed 

research papers selected from a pool of 820 articles sourced from PubMed, ACM, and IEEE, published before 
September 1st, 2023.
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So… What is Privacy?



Security for Privacy?
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Authentication: login with password, tokens, keys

Authorization: permission and role-based models 
to read/write data

Encryption: to avoid eavesdropping during 
transmission and storage

(Adapted from Brad’s Slides)



Security for Privacy?
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Can I see some 
anonymous data?

 Authentication
 Authorization

 Encryption

 But Data Can Re-identify!

(Adapted from Brad’s Slides)



Security for Privacy?
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 Authentication
 Authorization

 Encryption

 But Data Can Re-identify! Ah! I know who 
this is!

(Adapted from Brad’s Slides)



Data Privacy Definitions

• Data privacy is the protection of personal information, ensuring that 
individuals have control over how their data is collected, used, and 
shared, while preventing unauthorized access and misuse. (ChatGPT-
4o    “define data privacy in one sentence”)

• Data privacy is the protection and proper handling of personal 
information to ensure individuals’ control over how their data is 
collected, used, shared, and stored, while safeguarding it from 
unauthorized access or misuse. (DeepSeek-R1    same prompt)

• The study of computational solutions for releasing data such that 
(paraphrase Sweeney)

• a) the data is practically useful (utility) while 
• b) the aspects of the subjects of the data are not revealed (privacy).
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Pioneer of Data Privacy

• The Daniel Paul Professor of the Practice of Government and Technology at the Harvard 
University.

• In 2001, she founded the Data Privacy Lab at Carnegie Mellon University. 
• She pioneered the field known as data privacy, launched the emerging area known as 

algorithmic fairness.
• Her best-known academic work is on the theory of k-anonymity.
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A Visual Perspective
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A Visual Perspective
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Utility

Privacy

To ensure utility, you 
must reveal all the data



A Visual Perspective
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Utility

Privacy

To ensure privacy, you 
must not reveal any data



A Visual Perspective
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A Visual Perspective
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Data sharing, Privacy, & Policy
• Individuals want control over who can – AND CAN NOT – view their 

health-related records
• We can not always control who gets our information
• Data collectors are required to maintain privacy
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(Adapted from Brad’s Slides)



Biomedical Information

• Not quite in the public

• But… information is shared for 
various purposes in various 
contexts

• How do you protect privacy of 
corresponding individuals?
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Readings for Next Lecture

None.
Optional
《信息科学技术伦理与道德》Chs.8-10.
《工程伦理》Ch.12.
《信息科学技术伦理与道德》Chs.3&4.
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