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Learning Objectives of This Lecture

* Know the benefits of sharing genomic data
* Advancing research and scientific knowledge

Help curing diseases

 Genome-wide association studies

Basic research and discovery

Reproducibility

Genealogical search

* Understand why sharing genomic data is risky and know two types of
privacy attacks on genomic data
* Re-identification attacks
 Membership/Attribute inference attacks
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Why do people share genomic data?
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Sharing genomic data is beneficial

" Diagnosis of diseases

o “It’s estimated that 55 - 65% of
women with the BRCA1 mutation
will develop breast cancer before
age 70”

o Accelerate the discovery of Il
THE associations between genes and |

ANGELINA | RS OUR FATHER
> 1,800 diseases

= Discovering relatives and |
ancestral origins

> 1,000,000 users

5/14/2013

5/11/2022

https://www.nationalbreastcancer.org/what-is-brca
https://www.ebi.ac.uk/gwas
https://www.netflix.com/tudum/our-father-title-page



Advancing research and scientific knowledge

* The foundation of biomedical and healthcare studies relies on the
data collected.

* Genome sequencing technologies can help identify genetic variations
in humans that cause or influence diseases ranging from Huntington
disease to cancer.

* It is extremely difficult and expensive to collect all types of genomic
data at one site or institution.

* Therefore, data sharing across institutions and labs is essential for
data integration.

Responsible Genomic Data Sharing Challenges and Approaches Ch.1
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Help curing diseases

 Rare disease

* In the US, a disease is characterized as rare if it affects fewer than 200,000
Americans at any given time. Globally, common definitions include affecting
no more than 50 per 100,000 people (EU) or 1 in 2,000 people (Canada).

* There are 30 million people in the United States and 350 million people in the
world currently suffering from a rare disease.

* There are currently 6000+ rare diseases identified and cataloged in the world.
* 80% of rare diseases have been determined to have a genetic origin.

* There is great value in collecting and sharing genetic data on a worldwide
scale in the context of rare diseases.

* By means of pharmacogenomics, one can look at how genetic variation
affects the response of a patient to a drug.
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Help curing diseases (Cont.)

 Cancer

* The inheritance and accumulation of mutations in the genome is the main
cause of many cancer types.

* The current situation is that such data are confined within the particular
hospital database and not shared widely with the research community.

* The National Cancer Institute Genomic Data Commons (GDC), launched in
2016

* There are various genetic indicators that predict the probability of
effectiveness of immunotherapy treatment

* The Pediatric Cancer Data Commons (PCDC)
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Basic research and discovery

* International HapMap project, started in 2002
* develop a haplotype map of the human genome to provide a resource for

researchers to find disease associating genes and their response to drugs.
* 1000 Genomes Project, first released in 2008

e 2504 samples

* finding most genetic variants with frequencies of at least 1% in the
populations studied using some of the samples from the HapMap project

* The Cancer Genome Atlas (TCGA), initiated in December 2005

* to catalog the genomic changes underlying multiple cancer types
* focused on three different cancer types: brain, lung, and ovarian
 over $300 million in total funding
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Basic research and discovery (cont.)

UK Biobank, established in 2006
* 500,000 volunteers between the ages of 40 and 69

* ENCODE, the encyclopedia of DNA elements, is a public research
consortium supported by The National Human Genome Research

Institute (NHGRI), started in 2003.
 to identify the functional elements in the human and mouse genome beyond
coding sequences.
* Genotype-Tissue Expression (GTEx) project, launched in 2010 by the

NIH

* to investigate how variation in the human genome affects tissue expression.
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Reproducibility

* In a poll launched by Nature in 2016, 70% of 1500 scientists claimed
that they failed to reproduce at least one other publication’s
experiment.

* Although access to data is not the only reason causing replication
problems, in computational sciences, encouraging access to data will
increase reproducibility.
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Public’s views on genomic data sharing

* Patients or individuals who are extremely sick do not seem to think
about who owns and controls their genomic data. They are interested
instead on sharing their data quickly and with multiple institutions in
case one can find novel ways of treating their medical condition.

* On the other hand, healthy individuals tend to think more about

their data ownership, and the potential for leaking their identifying
information.
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Direct-to-consumer genetic companies

* Family Tree DNA, started in 2000

e 23andMe, started in 2000
o sell its kit at S99 starting December of 2012
* Reaches 1-million customers in 2015.
* In 2015, it gained FDA approval for a genetic test to predict Bloom syndrome

* In 2017, it received FDA approval to sell a genetic risk test. The test provided

information on 10 health conditions, most notably, Parkinson’s disease and late-
onset Alzheimer’s disease.

* As of early 2018, they had tested over 3 million customer samples

e AncestryDNA, started in 2012
* Provides ancestry data
* low price, $59, and access to genealogy tools
* Reaches 1-million customers served by the end of 2015
* Reaches an astounding 7 million customers by the beginning of 2018

Responsible Genomic Data Sharing Challenges and Approaches Ch.4
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File format

 Variant call format (VCF) is a tab-delimited text file format storing
gene sequence variations.

* |t was originally developed to support the 1000 Genomes Project.

##fileformat=VCFv4.1

##FILTER=<ID=PASS,Description="All filters passed">

##fileDate=20150218
#Hreference=ftp://ftp.1000genomes.ebi.ac.uk//voll/ftp/technical/reference/phase2_reference_assembly_sequence/hs37d5.fa.gz
##source=1000GenomesPhase3Pipeline

#contig=<ID=1,assembly=b37,length=249250621>

#BALT=<ID=DEL,Description="Deletion">

##FORMAT=<ID=GT,Number=1,Type=5String,Description="Genotype">

#EINFO=<ID=AC,Number=A,Type=integer,Description="Total number of alternate alleles in called genotypes">
##INFO=<ID=AF,Number=A,Type=Float,Description="Estimated allele frequency in the range (0,1)">
##INFO=<ID=AN,Number=1,Type=Integer,Description="Total number of alleles in called genotypes">
#EINFO=<ID=NS,Number=1,Type=Integer,Description="Number of samples with data">
##INFO=<1D=DP,Number=1,Type=Integer,Description="Total read depth; only low coverage data were counted towards the DP, exome data were not used">
#EINFO=<ID=VT,Number=., Type=String,Description="indicates what type of variant the line represents">

H#i...

#CHROM POS ID REF ALT QUAL FILTER INFO FORMAT HGO00096 HG00097 HG00099
22 16050075 rs587697622 A G 100 PASS AC=1;AF=0.000199681;AN=5008;NS=2504;DP=8012;VT=SNP  GT oo 0jo olo

22 16050115 rs587755077 G A 100 PASS AC=32;AF=0.00638978;AN=5008;N5=2504;DP=11468;VT=SNP |GT olo 0lo oo

22 16050213 rs587654921 C T 100 PASS AC=38;AF=0.00758786;AN=5008;N5=2504;DP=15092;VT=SNP GT oo ojo olo

22 16050319 rs587712275 C T 100 PASS AC=1;AF=0.000199681;AN=5008;NS=2504;DP=22609;VT=SNP |GT olo olo olo

22 16050527 rs587769434 C A 100 PASS AC=1;AF=0.000199681;AN=5008;NS=2504;DP=23591;VT=SNP |GT oo 0|0 olo

22 16050568 rs587638893 € A 100 PASS AC=2;AF=0.000399361;AN=5008;NS=2504;DP=21258;,VT=SNP |GT oo 0lo olo

22 16050607 rs587720402 G A 100 PASS AC=5;AF=0.000998403;AN=5008;N5=2504;DP=20274;VT=SNP  GT oo ojo olo

22 16050627 rs587593704 G T 100 PASS AC=2;AF=0.000399361;AN=5008;N5=2504;DP=21022;VT=SNP |GT 00 0]0 0lo

A sample VCF file.
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DTC format

* The human genetic data formats used by DTC companies are very

similar. They are all tab-delimited text files.

Single Nucleotide Polymorphism (SNP)

#Genetic data is provided below as five TAB delimited columns. Each line
#corresponds to a SNP. Column one provides the SNP identifier (rsID where
#possible). Columns two and three contain the chromosome and basepair position
#of the SNP using human reference build 37.1 coordinates. Columns four and five
#contain the two alleles observed at this SNP (genotype). The genotype is reported
#on the forward (+) strand with respect to the human reference.

rsid chromosome position allelel allele2

rs587697622 22 16050075 A A
rs587755077 22 16050115 G G
rs587654921 22/16050213 C C
rs587712275 22/16050318 C C
rs587769434 22/16050527 C C
rs587638893 22/16050568 C &
rs587720402 2216050607 G G
rs587593704 2216050627 G G

A sample DTC file.
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Compressed format

* PLINK format (BED)

* PLINK is a genetic data toolset developed by Shaun Purcell et al. The goal of
PLINK format is to handle large datasets and perform analysis on themin a
computationally efficient manner.

e UK Biobank format (BGEN)

 BGEN is a data format storing either typed or imputed genotype data with the
imputed genotype probability (i.e., dosage value). It was developed by Gavin
Band and Jonathan Marchini.

e GDS format

e Xiuwen Zheng et al. propose an array-oriented data format to store genome-
wide data, named Genomic Data Structure (GDS).
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What is IBD

* |dentical by descent (or identity by
descent) (IBD) is a biological

terminology proposed by Gustave
* Originally, it serves as an indication of
two homologous alleles descending

from a common ancestor. ‘D [H

* Contemporarily, from the genome-
scale perspective, IBD is redefined as
two homologous chromosome @ =D segment EI
segments being inherited from a [
common ancestor.
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Relationship group (cluster)

ldentical twin

Parent, child

Sibling

Grand parent, aunt (or uncle), niece (or nephew), grand child

(Great grand parent, great aunt (or uncle), first cousin, great
niece (or nephew), great grand child

second great grand parent, great grand aunt (or uncle), first
cousin once removed, great grand niece (or nephew),
second great grand child

Third great grand parent, second great grand aunt {or uncle),
first cousin twice removed, second cousin, second great
grand niece (or nephew), third great grand child

Average
shared IBD
(percentage)
100%
E I"':;_"l:

%a
25%

12.5%

3.125%

Range of
shared IBD
(percentage)

[112]

Mot available
Variable
Variable
Variable
7.31%—13.80%

3.30%—8.51%

2.85%—5.04%

Average
shared IBD
{centiMorgan)
B800.00 [127]
3400.00
2565000 [125]
170000
850.00

425.00

212.50

The average and the range of shared IBD
segments per relationship

Range of shared
IBD
(centiMorgan)
[126]

Mot available
Variable
2209.00-3384.00
1284 00-2230.00
486.00-1761.00

131.00-851.00

47 00-517.00
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Genealogical search

* Genealogy search involves constructing a family tree, locating
relatives, and sometimes providing historical records to the customer

Probability of having detectable shared DNA segment
In practice [129]

Cousin In Theory By By By

relationship [128] 23andMe AncestryDNA FamilyTreeDNA
First cousin 100.00% 100.00% 100.00% 100.00%
Second cousin 100.00% 100.00% 100.00% 99.00%

Third cousin g7.70% 89.70% 98.00% 90.00%

Fourth cousin 69.30% 45.90% 71.00% 50.00%

Fifth cousin 30.20% 14.90% 32.00% 10.00%

Sixth cousin 10.10% 4.10% 11.00% 2.00%
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Genomic Data Sharing

e DNA? Who Cares?
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*omics Data is High-Dimensional!
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Adapted from Bradley Malin’s slides
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[ ] [ ]
Associations
S S [ N Y

White Deep Vein Thrombosis Warfarin

Diabetes Type Il 7.1mg

12 White M Pulmonary Embolism Warfarin Yes
Pneumonia 8.2mg

65 White F Deep Vein Thrombosis Warfarin No
Stroke 4.8mg

58 Black F Pulmonary Embolism Warfarin No
Broken Arm 5.2mg

32 Asian M Pulmonary Embolism Warfarin No
Dementia 7.8mg

56 White F Deep Vein Thrombosis Warfarin No
Diabetes Type |l 4.5mg

23 Black M Deep Vein Thrombosis Warfarin Yes
HIV-Positive 7.2mg

37 Asian F Blood Clot Warfarin No
Hypercholesterolemia 5.7mg

19 White F Blood Clot Warfarin No
Hyperlipidemia 6.3mg

24 Black F Blood Clot Warfarin Yes
Shortness of Breath 7.4mg
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YU to put patient DNA
vast research pool

Blood samples
included unless
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Research Article

First published: 07 November 2011 | https://doi.org/10.1002/ajmg.a.34304 | Citations: 52
» Clin Transl Sci. 2010 Feb 24;3(1):42-48. doi: 10.1111/j.1752-8062.2010.00175.X &

Principles of Human Subjects Protections Applied in an Opt-Out, De-
identified Biobank

Jill Pulley *, Ellen Clayton 2, Gordon R Bernard 3, Dan M Roden #, Daniel R Masys *

January 29, 2015

Consent process for BioVU participation updated

As of last week, Vanderbilt has updated the process used to facilitate patient participation in BioVU, the Medical Center's DNA

repository.

23



Personalizing Medicine

—| Medical Center

Vanderbilt

Homer was diagnosed
with pneumonia. He was
treated with an antibiotic.
His glucose level was ...

|
aaatatccctgataa
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Electronic
Medical
Records

Clinical Goal:

Tailor Homer’s
treatment to his DNA

Scientific Challenge:

Need to learn
associations between
DNA clinical features
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Information Integration

Updated Week\
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White Deep Vein Thrombosis Warfarin aaca

Diabetes Type Il 7.1mg

12 White M Pulmonary Embolism Warfarin cggt Yes
Pneumonia 8.2mg

65 White F Deep Vein Thrombosis Warfarin aagt No
Stroke 4.8mg

58 Black F Pulmonary Embolism Warfarin cgca No
Broken Arm 5.2mg

32 Asian M Pulmonary Embolism Warfarin agga No
Dementia 7.8mg

56 White F Deep Vein Thrombosis Warfarin agct No
Diabetes Type |l 4.5mg

23 Black M Deep Vein Thrombosis Warfarin aact Yes
HIV-Positive 7.2mg

37 Asian F Blood Clot Warfarin cact No
Hypercholesterolemia 5.7mg

19 White F Blood Clot Warfarin ngt No
Hyperlipidemia 6.3mg

24 Black F Blood Clot Warfarin aggt Yes
Shortness of Breath 7.4mg
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Research §

CasSes

|
F5rt783mbncds

Genotyping,
genotype-

controls

B699tre563msd....

phenotype |
relations al

> Data

analysis

controls

Investigator

query

BME2133: Lecture 14 ©2025 Zhiyu Wan



Genetic Association Approaches

Vanderbilt DNA Databank Model
Any disease

All comers

Institutionally managed
Multiple/dynamic hypotheses
Large scale

Clinically derived samples and
information

Genome scan, shared genotyping
database

De-identified
Hypothesis generation
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Technology + Policy

Databank access restricted to Vanderbilt employees

e itis NOT a public resource

Databank users sign Data Use Agreement that prohibits use of data for re-
identification

Access approved on project-specific basis by Operations Advisory Board (OAB)
and Institutional Review Board

Project-specific user ID and password; all data access logged and audited by OAB

BME2133: Lecture 14 ©2025 Zhiyu Wan
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The eMERGE Network brings together researchers with a wide range of expertise in genomics, statistics, ethics, informatics, and clinical medicine from leading medical
research institutions across the country. Each center participating in the consortium is uniquely situated to provide critical resources to this highly collaborative and
productive network. Each site combines a biobank or study cohort with extensive genomic data and access to clinical data derived from electronic medical records. Sites

are geographically dispersed and have diverse patient populations, including two sites focusing specifically on pediatrics. Member sites include:

KAISER PERMANENTE. “™"*Wibica, conten. o Marshfield
- & n
M Riogwestem RRQAR
PARTNERS
cincinnati GEISINQET )
Children's: * Sequencing Center
Medical Certter

HARVARD

UNIVERSITY

&2 COLUMBIA UNIVERSITY
IN THE CITY OF NEW YORK

The Children’s Hospiral
of Philadelphia®
Wiy National Human
G

enome Research
Institute

VANDERBILT | UNIVERSITY
MEDICAL CENTER

* Coordinating Center

BCM VANDERBILT |/ UNIVERSITY

Baylor College of Medicine MEDICAL CENTER rm MEHARRY"
* Sequencing Center emerge network

ELECTRONIC MEDICAL RECORDS + GENOMICS

Participant Sites: Project Overview
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Data Sharing Policies

. Feb ‘03: National Institutes of Health Data Sharing Policy
. “data should be made as widely & freely available as possible”

. researchers who receive >= $500,000 must develop a data sharing plan or describe why
data sharing is not possible

. Derived data must be shared in a manner that is devoid of “identifiable information”

m  Aug ‘07: NIH Supported Genome-Wide Association Studies Policy
Researchers who received > SO for GWAS

m  Aug ‘14: NIH Genomic Data Sharing Policy

For any genomic sequencing data

m Funding condition: contribute de-identified genomic and EMR-derived
phenotype data to database of genotypes and phenotypes (dbGAP) at NCBI, NIH
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Pharmas Plummet as US NIH Bans CN from Accessing
Genetic & Disease Databases [ Close |

2025/04/07 0955 CST| © 39 & 60 46 A~ At #h @ STOCKINFO @ SHORT SELL

Enhanced security measures
regarding data access management
have been announced on the website
of the US National Institutes of Health
(NIH) Office of the Director, according
to reports from several Chinese media

outlets. 4% 38 A~ Q EN

Starting last Friday (4th), institutions
from China, Russia, Iran, and other countries of concern are banned from accessing
NIH's controlled access data repositories and related data, which, as indicated by the

reports, include key data platforms such as dbGaP and AnVIL. lﬁ;ﬁ"ﬁﬂt" . *Eﬁﬁﬂ%ﬁﬁi&"'ﬁﬁ?"%ﬁ&ﬁﬁ

P, GiE 2025-04-09 76

4820, EEEM PEHERNIHESE—— (SoEE: EENIHSESRREENZLER) - B2025F454H#E, NIHE
ibhE, ®FZH, RS “SXCTE= HhnESEREEEE, e A XERE-FRHIEE (dbGaP), ERHIEAT=TES
AnVILE, ZEEETEETIE2024562 828 EHMNE14117EFEHS, EERAEEHIETS, S&INT 2025845881,

==
Implementation Update: Enhancing Security Measures for NIH Controlled-Access Data
Notice Number: E
NOT-OD-25-083
Key Dates
Release Date: April 2, 2025



Genomic Data Privacy Risks

e DNA and the Quasi-ldentifier Dilemma

* Genome Basics
* |dentity Disclosure (Re-identification)
 Membership/Attribute Inference

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Some Basic Genetics

e SNPs usually have two alleles (major E & minor e)
e Usually don’t care which parent the SNP is from

* Barring rare events: SNP, € {EE, Ee, ee}

* Probabilities of these events

{0, i Tist 2 {Tci(EE)' Ti(Ee) Tci(ee)}

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Some Probabilities

* p, = Probability of observing dominant allele for ith SNP

Mother

E

e

Father

pﬁ pi(1-p))

pi(l'pi) (1'pi)2

EE | p?
Ee 2p.(1-p;)
ee |(1-p)?

Hardy-Weinberg Assumption

It’s beyond today’s class, but the model scales to any number of alleles

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Outline

e DNA and the Quasi-ldentifier Dilemma

* |dentity Disclosure (Re-identification)
 Membership/Attribute Inference

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Defining Uniqueness

e Chance that 2 unrelated people match at a single SNP i:
3

U, :anzl

[=1

* If dominant allele probability < 0.9:

0.375< 11, <0.689

~—

pi = 05 pi =0.9

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Defining Uniqueness

e Chance that 2 unrelated people match at a single SNP i:
3

U, :anzl

[=1

* |f dominant allele probability < 0.99:

0.375< u. <0.961

/ \

p,=0.5 p; = 0.99

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Defining Uniqueness

* Assume independence of SNPs (not always the case)

* Prob. 2 people match on set of SNPs S: ﬁ
U,
i=1

# of SNPs

0.01 -
1E-08 ¢
1E-14 -
1E-20 -
1E-26 -
1E-32 -
1E-38 -
1E-44 -
1E-50 -
1E-56 -

100 150

—mu = 0.689
—mu = 0.375

Probability of Match (LOG Scale)

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Leveraging Prior Knowledge

* You suspect person is selected from a population of N people

* Probability it’s the same individual given your sample AND record in
dataset is a “match” over set of SNPs is:

P(match| same)P(same)
P(match | same)P(same)+ P(match| —same)P(—same)

P(same| match)=

P(same|match)
1(1/N)

TN + I (- /W)

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Independent SNPs?

e Chromosome 21
e ~ 24,047 SNPs
e Summarize into ~ 4,563 SNPs

e But we only need around 80 to uniquely represent you!

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Privacy risks in sharing individual-level data

= Sharing de-identified individual-level data with sensitive attribute (e.g., disease) is
risky

= Attackers can collect and sequence DNA samples from identified targets

* Linkage attack (Re-identification)
Shared Genomic Records

SNP
Disease
Targeted DNA samples 1/2(3(4]|..|m
SNP 1{0(2]|0 1 | HIV
Name
112(3 |4 m 1{0(1]|0 0 | HIV
Angelina |0 |1 (1|0 |..]|2 1112 (1 1 | Cancer
Bradley |2 (0|0 (0 |..]|1 0[0]|0|O0 O | Diabetes
011110 2 | Cancer
SNP (single nucleotide polymorphism) is olololo 1 | Miscarriage
the most common type of genetic variation.




*omics Data is High-Dimensional!

* AG
CA
GT
AT
CT
TC
CA
CC
AT
CT
CG
TC
GA
AC
CA
CC
AG
GA
CA
GG

AT
GC
AA
CC
AG
TA
CG
AC
AG
AC
GT
TG
GG
GC
AT
GT
GG
TG
AG
GC

CA
AG
GG
GC
TC
CA
TT
CT
GG
TG
GT
AC
GT
CC
AT
GC
AC
GG
GC
CG

Adapted from Brad’s slides

AA
AT
GG
GA
CC
CC
CC
TA
GT
AT
CG
TG
CG
TT
TG
TA
TA

GA
CC

CA
AA
AT
TC
AC
CG
CC
GT
GG
TT
AC
TA
TC
TC
AC
CC
AT
AA
TA
TG

TG
CA
AC
AC
TT

Al

TZ

TZ

TT
AA
GT
TG
GA
GG
CC
TA
TA
TG
TA

GC
GG
CA
CT

CA
T2

AG
AT
AC
CC
GC
CC
AG
CT
AT
AC
TG

AA
TA
GC
CC

AA
T

CT
GG
GT
GT
GT
CA
TG
TC
CT
TA
TT

TA
GG
GG
CG
CG

AT
GC
AC
TG
TG

CA
GA
AC
TT
TA

GT
AA
AC
TT
AA

AG
GA
AG
GC

TT
TA

GG
GA
TT
TC
GA

AT
GC
TC
TC

TA
TA

AT
CA
AA
AC
TC

But Who is This?

GA
GT
TG
AC
GG
AT
GG
TG
CA
AA
GT

CG
CC
TG
TT
AT
GT
GG
TT
AA
CG
CC

GT
AA
CC
GT
CT
TA
GT
AC
AA
CT

TT
GG
AG
CG
TT
GA
GT
CC
GA
AC

GC
CG
TG
CT
TC
GT
TT
GC
TC
CA
TT

TG
CA
CG
AT
AC
GT
CG
GT
AT
GA
CC

CG
GA
TG
AT
AT
CT
AC
CC
CG
TA
CT

AG
AT
CT
TG
GA
AG
CG
CT
AG
TG
TA
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TA
CC
AC

CT
¥

GC
TT
AG
TT
AC
CT
CG
TC
GG
AT
CA

AC
CT
AC
AT

AC
ete

GG
GC
TG
AG
AT
CG
GG
GC
TG
AT
AC

AG
CC
AT
AT
AT
CC
CA
CC
CG
TG
TA
CG
GG
CT
CA
TC
TA
CC
CA
TG

TT
CC
CG
GA
CA
GG
TC
CA
AT
TC
CA
GG
TA
GA
GT
AG
GG
GC
CC
CG

AA
CC
TG
CA
CT
GG
AA
AG
CG
AA
TA
CC
AA
TC
AC
TA
AC
GT
AC
GG

TA
CA
AC
TG
CA
AG
GT
GG
GC
AC
AC
AA
AG
CA
CC
GC
GA
AG
AC
TC

CT
TT
AT
CT
CC
TT
CT
AG
AC
TA
AC
CC
AA
GA
CT
TC
AT
AC
GG
AT

CC
AG
GG
TA
TC
GG
GG
CC
CC
TG
AC
GG
GT
CA
GA
CT
CT
CT
TT
GA

AG
TT
TC
AC
AG
TT
CT
AC
AT
TC
AG
AG
CA
GA
CG
GA
TG
TC
TA
CC
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Uniqueness is NOT Sufficient

De-identified
DNA

Linking Mechanism

Necessary Necessary
Condition Condition

BME2133: Lecture 14 ©2025 Zhiyu Wan

Identified
Data

Necessary
Condition
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Who, What, Where, ...

Life Science

Researchers

Forensics

Who has
access?

BME2133: Lecture 14 ©2025 Zhiyu Wan

Paternity

Companies?

Anyone
who swipes

a tissue
sample?

Who knows
the name?
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Outline

e DNA and the Quasi-ldentifier Dilemma

 Membership/Attribute Inference

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Privacy risks in sharing summary
statistics

* Sharing individual-level genomic data is useful, but risky

* Sharing allele (variant of genomic region) frequencies about a pool of

genomes is still useful, but also (less) risky

* |In 2008, Homer et al. introduced an attack...

Shared Allele Frequencies

SNP

3

4

Disease

0.3

0.1 | ..

0.5

Cancer/HIV

Homer N, et al. PLoS Genetics. 2008; 4(8): e1000167.




It’s not just unique sequences...

summary stats ——
R ECEIET R

PRIVATE
“adversary”

NamelsNP 1/5NP 2
Bob

\

GT

Association Studies (e.g., dbGaP)

—

Allele AA AT TT CC CG GG GG GT TT
Probability 0.5 0.3 0.2 0.7 0.2 0.1 0.6 0.3 0.1
.g., Diabetes

Allele AA AT TT CC CG GG GG GT TT

Probability 0.30.350.350.6 0.25 0.15 0.55 0.39

*N. Homer, et al.
PLoS Genetics. 2008;
4(8): e1000167

General Population (e.g., HapMAP)

Allele AA AT TT CC CG GG GG GT TT

Probability 0.30.350.350.6 0.25 0.15 0.550.350.1
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More Specifically

Use microarray technology to measure intensity of allele.

2
For a single individual i: 0009000
* Each SNP, allele has intensity of 0, 0.5, or 1 "’3_ 2'.‘
* call thisY, ;

For a “mixed” study population:

* Each SNP; allele has intensity proportional to study population’s contribution
* Call this M

For a “reference” population:

* Same concept as M
* Call this R

BME2133: Lecture 14 ©2025 Zhiyu Wan
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So, where’s the Target?

|Y; - M;| < difference between individual & mixed study

|Y; - Rj| < difference between individual & reference pop.

D(Yij) = |Yij' le B |Yij' Mjl

Null Hypothesis: Individual is not in mixed study.
* D(Y;) should be approaching 0 [due to “ancestral similarity” in M and R]

Alternative Hypothesis
* D(Y;) > 0 because M; is shifted away from reference by Y,’s contribution to the mixture
* D(Y;) <0 because Y; is more similar to reference population than the mixture

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Testing

T(v)= E(D(Y;))-

SD(D(Y,))/'s
* U, : Mean of D(Y,) of all individuals not in the mixture

* SD(Y,): St. Dev. of D(Y; ;) for all SNPs j and individual Y,

* s: number of SNPs
* Can assume Y, = 0 [random individual equidistant to M & R]

* Null hypotheses T = 0. AlternativeisthatT>0

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Homer’s attack in a nutshell

The attacker knows:
* The genome of the target (her set of genomic variants) - ¥;;
* The allele frequencies of the Mixture (pool of genomes) he’s attacking - M;
* Population allele frequencies - Pop;

Snp Allele Frequency (Y, ) Distance Measure Interpretation at the given SNP
0.0 0.25 I}.IEI.‘.I 0.75 1.0
|

D(Y, ) =Y, - Pop|-|Y,-M|

[1.0-0.25]- 1.0 - 0.75|
0.75-0.25 most likely o be in the Mixture
0.50

Homer N, et al. PLoS Genetics. 2008; 4(8): e1000167.




Number of SNPs Necessary

* Approximately 10,000 — 25,000 SNPs necessary to determine if
person in a particular study.

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Privacy risks in sharing summary
statistics

e Sharing individual-level genomic data is useful, but risky

° Sharing allele (variant of genomic region) frequencies about a pool of
genomes is useful, but also (less) risky

* In 2008, Homer et al. introduced an attack...

... that led the NIH to removing summary statistics from
NIH Database of Genotypes and Phenotypes (dbGaP)

* And more powerful attacks have emerged (e.g., Wang,
Sa N ka rarama n) Homer N, et al. PLoS Genetics. 2008; 4(8): e1000167.

Wang R, et al. ACM CCS. 2009: 534-544.
Sankararaman S, et al. Nature Genetics. 2009: 965-967.



Learning Your Identity and Disease from Research Papers:
Information Leaks in Genome Wide Association Study

Rui Wang, Yong Li, XiaoFeng Wang, Haixu Tang, Xiaoyong Zhou
Indiana University Bloomington
Bloomington, IN

{wang63,yonli,xw7 hatang,zhou}@indiana.edu

Abstract

Genome-wide association studies (GWAS) aim at discovering the
association between genetic variations, particularly single-nucleotide
polymorphism (SNP), and common diseases, which have been well
recognized to be one of the most important and active areas in
biomedical research. Also renowned is the privacy implication of
such studies, which has been brought into the limelight by the re-
cent attack proposed by Homer et al. Homer’s attack demonstrates
that it is possible to identify a participant of a GWAS from analyz-
ing the allele frequencies of a large number of SNPs. Such a threat,

Proc. 2009 ACM Conference on Computers & Communications Security

1. INTRODUCTION

The rapid advancement in genome technology has revolutionized
the field of human genetics by enabling the large-scale applications
of genome-wide association study (GWAS) [7], a study that aims
at discovering the association between human genes and common
diseases. To this end, GWAS investigators determined the geno-
types of two groups of participants, people with a disease (cases)
and similar people without (controls) in an attempt to use statisti-
cal testing to identify genetic markers. typically single-nucleotide
polymorphisms (SNP), that are associated to the disease suscepti-

Homer needed ~10,000 SNPs... Wang needs around 200!

Leverages linkage disequilibrium and some nifty integer programming.

BME2133: Lecture 14 ©2025 Zhiyu Wan
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Linkage Disequilibrium

 Non-random association of alleles at different loci (i.e., different
regions of genome)

e Occurs when loci are not independent

BME2133: Lecture 14 ©2025 Zhiyu Wan
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And then some...

 Homer (and others) fail to provide an upper bound on the power of
detection

* Given
* n: number of people in mixed sample
* : maximal allowable power
e o false positive level

the Likelihood Ratio (LR) test provides the bound
Z, 2, =\/|S|/n

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.
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Valid When...

*n>500
* Minor allele frequency > 0.05

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.
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And then some...

* Provides an upper bound on the number of SNPs that can be “safely” disclosed
for chosen

* False positive rate
* Power of detection

* Implies
* |S]| is linear in n for a fixed false positive and negative rate

e Power of the test does NOT depend on allele frequencies (if the recessive
allele is large enough)!

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.
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Analysis

T ” Wellcome Trust Case
* Note: "m™ is |S| — LR . LRtheory = Homeretal | GONtrol Consortium

Simulated data WTCCC

Mm=33,138

False-positive rate (log, ) False-positive rate (log, )

*S Sankararaman, G. Obozinski, M. Jordan, E. Halperin. Nature Genetics. 2009; 41(9): 965-967.
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Genomic Data Protection Methods

- .
nature reviews genetics
Primary uses Secondary uses Explore content ¥ About the journal ¥ Publish with us v
Third parties
nathorizedacces] g ° .
‘ Eg A T Eé nature » nature reviews genetics » review articles > article
ccess
AT — 1
Confidentiality control < Re-identification
[#)] Research setting I <Membershipinference Public Review Article | Published: 04 March 2022
T
De-identified s H s s
e Use Share N 4 == v P @  Sociotechnical safeguards for genomic data privacy
.. NIH data Data Anonymity
Comrlnon Perrmhaiies oo S;g[r,-?yg perturbation Zhiyu Wan, James W. Hazel, Ellen Wright Clayton, Yevgeniy Vorobeychik, Murat Kantarcioglu & Bradley A.
Rule s ;
. Public B
TShare De-identified ‘ Malin
(@] Health-care setting Dbl .
+ Collect e Aare Anonymity Third parties Nature Reviews Genetics 23, 429-445 (2022) | Cite this article

' . . U SieeEeeeT T (;l-lé(;t"";- U ' ‘ E:—é 23k Accesses | 53 Citations | 106 Altmetric | Metrics

Cryptography GINA  HIPAA Cryptography - Confidentiality o | = ties

- i Share
Health-care entities Individuals\ . ‘ Abstract
Self- Solitude : . . . . .
%tate ©]DTC regulation Share Recent developments in a variety of sectors, including health care, research and the direct-to-
aws Familial search : - : .
P LA S A . consumer industry, have led to a dramatic increase in the amount of genomic data that are
Use 48) . ®
I Share ‘ x collected, used and shared. This state of affairs raises new and challenging concerns for
[ d-" Informed Solitude personal privacy, both legally and technically. This Review appraises existing and emerging
-==-» DNA DTC entiti Share consent - Law enforcement . . .
— Data entities threats to genomic data privacy and discusses how well current legal frameworks and
De-identified . ‘ g technical safeguards mitigate these concerns. It concludes with a discussion of remaining and
Legal Technical Data Anonymity . . : : . . s :
safeguard  safeguard certurbetioh Third parties emerging challenges and illustrates possible solutions that can balance protecting privacy

and realizing the benefits that result from the sharing of genetic information.

Wan Z, Hazel JW, Clayton EW, Vorobeychik Y, Kantarcioglu M, Malin BA. Sociotechnical safeguards for genomic data privacy. Nature Reviews Genetics. 2022 Jul;23(7):429-45.
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Primary uses

<Unauth0r|fed access‘ Third parties

- A

Secondary uses

Third _parties

=

.

T @ Access AnOnlymitY
Confidentiality control ¢ Re-identification
@ I {Membership inference Public
T
Access Share De-identified
control Use . . ‘ :
. NIH data Data Anonymity
= hari erturbation
Common Research entities . ° glrilgg perturbat
Rule T policy Publi
TShare . ublic
® e q De-identified ‘ @
Health-care setting ey Dl / .
. Collect = Share Anonymity  rhid parties
Cryptography GINA  HIPAA  U5€ Collect S Use  Cryptography ~Confidentiality . Eg _
ird parties
Health-care entities o ware
Individuals
i Solitud
State ST“- T Share
laws O] DTC setting reguation { Familial search|
GDPRNUse 493 .~ @
B Wniein i Share >
Ep neppey pu
Bl nnppnn nn H
ONR TR Share Informed Solitude L
N
—— Data DTC entities consent <Rec0n5tructi0n| Law enforcement
I
' De-identified ' ‘ @
Legal Technical Data Anonymity Third parties
safegquard  safeguard perturbation P

Wan Z, Hazel JW, Clayton EW, Vorobeychik Y, Kantarcioglu M, Malin BA. Sociotechnical safeguards for genomic data privacy. Nature Reviews Genetics. 2022 Jul;23(7):429-45.
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Groups working on genomic privacy

Health Information Privacy Laboratory R Health Information &@

: ‘ Research Lab
; ,ﬂw [ purposes only For development purposes only For development purposes only For development purposes only

School of Medicine

purposes only For developmenri yrposes only

L purposes only For development purposes on

NICTA




Readings due on December 3rd

= 1. Wan Z, Vorobeychik Y, Xia W, Clayton EW, Kantarcioglu M, Malin B. Expanding access to large-
scale genomic data while promoting privacy: a game theoretic approach. The American Journal
of Human Genetics. 2017 Feb 2;100(2):316-22.
https://www.cell.com/action/showPdf?pii=S0002-9297%2816%2930526-2

= Optional
L 2. Wan Z, Vorobeychik Y, Xia W, Clayton EW, Kantarcioglu M, Ganta R, Heatherly R, Malin BA. A game
theoretic framework for analyzing re-identification risk. PloS one. 2015 Mar 25;10(3):e0120592.
https://journals.plos.org/plosone/article/file?id=10.1371/journal.pone.0120592&type=printable

L 3. Wan Z, Vorobeychik Y, Xia W, Liu Y, Wooders M, Guo J, Yin Z, Clayton EW, Kantarcioglu M, Malin BA.
Using game theory to thwart multistage privacy intrusions when sharing data. Science Advances. 2021
Dec 10;7(50):eabe9986.
https://www.science.org/doi/pdf/10.1126/sciadv.abe9986
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BME2133 Class
Feedback Survey

Feedback Survey

* One thing you learned or felt was
valuable from today’s class &
reading

* Muddiest point: what, if anything,
feels unclear, confusing or
“muddy”

* https://www.wijx.cn/vm/hX0OmIlro.aspx
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