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Sanitizing Clinical Data Using Big Data Framework




Introduction Method Results

Problem:
* Clinical datasets contain sensitive information (e.g., age, gender, race, income).

* Traditional anonymization methods like k-anonymity, |-diversity and t-closeness are hard to scale.

Motivation:
* Regulatory pressure (HIPAA, GDPR) demands both privacy and data utility.

* Need for scalable anonymization pipelines using tools like Apache Spark.
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rows/persons. ., attribute. overall distribution of that

—— e —

attribute in the entire dataset.

This project aims at the application of big data frameworks, particularly
Apache Spark, to implement these techniques efficiently on clinical datasets.




Introduction Method Results

Commonly used frameworks: ARX Data Anonymization Tool 7,3'7

Tool

,-- ARX Graphical User ~ ----------------------——- ~

* ARX:a comprehensive open-source data anonymization lnt%fﬂf@t dataset - Define Attribute Types - Import hierarchies - Configure

I
1
1 .
framework. " Privacy >ModelExport Results
I [ ol -
. . . # ARX Anonymization Tool - adult_test m| X
e A user-friendly, cross-platform graphical interface that oo
. File Edit View Help
S|mp||f|es the anonymization process I BEEERREGBaa| vXa| B4+ E:=| @ Attribute: age Transformations: 30 Selected: [0, 4, 1] Applied: [0, 4, 1]
| s Configure transformation .+ Explore results|=+* Analyze utility| # Analyze risk @
y Arrich libra ry of privacy models and transformation 1 Input data 4 [t/ =B @ || Data transformation . Attribute metadata = 2@
1 o Id " gender |[LUECTLCEEE © race “ incorn i ; ot
Type: Quasi-ide ~ Transformation: Generalization ~
methods I || 1 Yofezacec-1..F 37 white sazom1 || "
. . I 2 Mbif7b5a9-.. F 36 white 886745 Minimum: All ~ Maximum: All v
* Active community support, frequent updates, and I || 3 if2aa6c9-4...F 32 white 35850
1 4 Y180e114d1-... F 25 white 149942 Llevel-0 | Level-1 | Level-2 | Level3 | Level-a |
transparent development | || 5 Y95559bb7-... F 47 white 13697 1 1,51 1,101 1,201 2 |
1 [ 446d800?-... F 18 white 8055 2 [1,5] 11,101 11,201 *
7 “edf2d260-... F 32 white 148883 || 3 (15] 1.10] [1.20] .
o e e e e e =\ ! 8 M1165246e-... F 46 white 168746 " (15] 1.10] [1.20] .
: : : 1 9 ¥519b2f54-7...F 39 white 60349 ' ' ' .
{ * A hlgh'level OverVIQW Of the arChIteCtU re Of ARX 1 1 10 ¥32¢cc7738-2.F 42 white 24137 g E’?]U] H’::g} H’gg} .
! 115b24c69-... F 65 white 33420 ' ' '
! ( 1Zat1 ith ) : D Ceagsacic F 17 white 31461 || (5,101 1,100 1201 C
| e 8 6,10 1,10 1,20 *
. Anonymization algorithms | e Tlcica 0 F o1 e 38480 [6,10] 1,10] [1,20] '
" J 1 L 9 [6,10] [1,101 [1,201
1 1 14 83866d8b- F 46 white 72371 10 16.101 M1.101 1.201 *
1 . . . .
1 15 “dée1fc9ea-a...F 21 white 141806
1 o 16 M1f7029ab-5...F 1 white 87380
I I 1 17 ¥404b90e6-... F 20 white 1948 Privacy models _Population| Costs and benefits + — # =« ~ @
- I 18 “d9ef5d3d-... F 60 white 56921 Type Model Attribute
! Privacy Data I 1 || 19 Z25f8dess-s..F 25 white 92679 | ® 3 Anonymily
! criteria utility I | | 20 “bacad39s-... F 13 white 66584
| [ 21 Mf7c82992-b...F 45 white 141414
1 I 22 Mdeee102f-8...F 73 white 124537
| I |/ 23 “dbbs9bsb-... F 100 white 43634
| o 24 ¥lagdebbf1-c...F 43 white 51609 General settings . Utility measure| Coding model| ™ @
I LI 25 Mif7af6f8a-3.. F 18 white 136330
; Public API I 1 | 2 5aa0741b-.. F 67 white 22488 || Suppression limit: | 0% [
I I AT vinA~OTAok C a1 warhida 1AC10O7
1 . . c nc
A te: OA tical t
| [ User interface ] : : Sample extraction Oa = o) Approximate ssume practical monotonicity
1 1\ ||Size: 116 / 116 = 100% Selection mode: None Precomputation: O Enable. Threshold: | 0% [l
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Introduction Method Results

Why Apache Spark?

 The AMP Lab at the University of California, Berkeley, open-sourced Apache Spark.
* Arelatively new distributed computing platform developed to overcome some shortcomings of Hadoop
* High throughput, low latency, general-purpose extensibility, and high fault tolerance.

» Spark performs computations based on RDD (Resilient Distributed Datasets).

* Ageneral-purpose large-scale * During data recovery, it only needs to load the RDDs from the previous stage in
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Introduction

e “adults.csv” from UC Irvine Machine Learning Repository (32561 records)

age workclass education marital status occupatlion  relatlenship race
39 State—gov Bachelors Never—married bdm—clerical Not—in—familv White
50 Self-empnBachelors Married-civ—spouse Exec—managerizHushand Yhite
38 Private HS-zrad Divorced Handlers—-clearNot—-in—family White
83 Private 11th Married-civ—spouse Handlers—clearHushand Elack
28 Private Eachelors Married-civ—-spouse Prof-speclaltiWife Elack

* Quasi_identifier: {education, marital_status, occupation,
native_country, workclass, relationship, race, sex}

e Sensitive information: income

Dataset:

* “patients.csv” from SyntheticMass (116 synthetic EHR records)
Id * gzender * age v race * income -
34a210f9-5cel—adf3-Ta0: N 31 white T1a25
0fezZcec—1al9-99da—hav:F 37 wvhite 542941
b1f7h5a%—5cf5-6080-bZ23:F 36 white BEAT4LG
1f2aafc9-41bd-aa05-9dalF 32 white Kiatatall]
80e114d1-013b-b546-Tab:F 25 white 145542

* Quasi_identifier: {gender, age, race}
e Sensitive information: income

gex 1lncome

Male  <=H0E
Male  <=H0K
Male <=50E
Male  <=80K
Female <=50K

Results

Examples of hierarchy generalization trees:

e o e o o o e o o e e
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Introduction

Spark Environment Configuration:

- - Cluster Setup --------- ~ ,-- SubmissionMode - --------------—---~-—--—-
e Cluster mode: Standalone

* Master URL: spark://jhz:7077

e  Number of worker nodes: 2

* Deploy mode: client
e Driver location:

Runs on the node

Driver run on Client

Client

Master

(Driver) /\

Worker

* Spark version: 4.0.0 that executes spark- Worker
* Scala version: 2.13.0 submit (e.g. spark2@192.168.80.132|  spar
* Javaversion: 17.0.12 Master node) Executor

— o o e o e o o
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@ Spark Master at sparky/fjr x | 4+
Sﬁ‘&'iiz 0o Spark Master at spark:/ljhz:7077

URL: spark:/ljhz:7077

Workers: 2 Alive, 0 Dead, 0 Decommissioned, 0 Unknown

Cores in use: 8 Total, 0 Used

Memory in use: 12.0 GIB Total, 0.0 B Used

Resources in use:

Applications: 0 Running, 5 Completed

Drivers: 0 Running (0 Waiting), 3 Completed (0 Killed, 1 Failed, 2 Error, 0 Relaunching)
Status: ALIVE (Environment, Log)

~ Workers (2)

Worker Id Address
warker-20250602134131-192.168.80.132-7078 192.168.80.132:7078
worker-20250602134148-192.168.80.133-7078 192.168.80.133:7078

k3@192.168.80.133

Executor

State

ALIVE

ALIVE

- Resource Allocation

Parameter

--executor-memory 2G

—— o —

Cores
4 (0 Used)

4 (0 Used)

Results

--executor-cores 2

--total-executor-cores 4

--driver-memory 2G

Memory
6.0 GiB (0.0 B Used)

6.0 GiB (0.0 B Used)

-——
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Introduction

Top-down Specialization(TDS) Algorithm

—

For each attribute, the
value is changed with root
value of hierarchy tree.

H| calculate kCurrent

Yes

k-anonymous
Dataset

p partitions

Dataset divided into

Pl

(Pa rtition 1\ (Pa rtition 2\
R, R
Ri,sv RVZ,SV ------
R R%

Partition p
RP
R, sv

p
Rv:c

1 2
\ R_.,sv ) \ R, _.,sv )

p
\ R} ,sv )

_ p! 2 p
R =R +R,---+R!]
R,sv=R! sv+ R sv+---+ R’ sv

_ pl 2 p
Rv=c _RV=C+RV=C..'+RV=C
R_.sv=R'__ sv+R?

p
v=c? v=c? V:C’sv+...+RV:C

,8V

calculate
kCurrent

Caluculate IG and PL

v

Caluculate Score. Identify which
attribute will be specialized

e e e e e e = = ey

o oy

Results

- Notation used in the algorithm: - -

Notation Description

ECurrent the calculated k£ wvalue at each iteration of
anonymization

p number of partition

Rv set of records containing attribute values
which can be generahized to v

Rv. sv set of data records which contains sensitive
values sv in Rv

IG Information Gain

PL Privacy/anonymity Loss

IGPL Information Gain Privacy Loss

Two metrics.

(1) AnonyLoss(v) = A(v) — A’

(2) InfoGain(v)

InfoGain(v)
Score(v) = { An i

InfoGain(v)

onyLoss(v)?

I{R,)

if AnonyLoss(v) #0

otherwise

~

A e e e
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Efficiency results

* Two datasets: one with 116 rows, the other with 32,561 rows.
* Smaller k values lead to longer running times for both datasets.
* Larger datasets (32,561 rows) show more pronounced variations in running time as k.

e Larger k values generally result in reduced processing time, especially in larger datasets.

-- Dataset 1 (116 records) -==--==--==--==-===--=------~ . - Dataset 2 (32561 records) ------------=----- -

Running time Ofanonymization for different k values Running t|me Df anonyn—nzation for d|fferent k Values

36

35

33 A

Running time (s)
Rurnning time (s}

32 A

31 A

30 A

20 40 60 80 100
k value

o e o e e e e m e e M m e e m e

e o o o mm e o o o Em e Em Em Em
N oo o e e e o e En mm e o e Em e Em Em Em e Em = o = P
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Data Utility Comparative Analysis: Spark-based K-Anonymity vs. ARX Tool

TIDSresults =777 T T T T T T T T T T T T T T T oo >

* The k-anonymous dataset (k=3) generated by the

* Generalization level: {gender, race, age}={1,2,3 . . . .
8 get =1 } TDS algorithm meets the 3-diversity requirement.

gender general race generalized age generalized — :

o e —
o o e o o e e e e e e

* * |21—40 gender 100%
* * 21-40
* % 21-40 age 80%
* * 61-80 race 100%
S Y 20 Q0 =71 U 1 £ >
* Generalization level: e also meets the 3-diversity requirement

ender, race, age} ={0,4,1
e ger=1 } Additional quality metrics:

ge nder age race Output data | Classification performance | Quality models
nonWhite Attribute-level quality

F *
F * isWhite Attribute Data type Missings Gen. intensity Granularity N.-U. entropy
F E nonWhite gender String 0% 100% 100% 100%

. WL - age String 100% 0% 0% 0%

F * isWhite race String 0% 50% 87.93103% 75.52098%
F sk

isWhite

o mm mm o e o e o e o e —
— o o o o o e e e o e e
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