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Oncology firm Novocure says cyberattack
exposed US patient records

By Reuters
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Figurines with computers and smartphones are seen in front of the words "Cyber Attack” in this illustration taken, February 19, 2024.
REUTERS/Dado Ruvic/Illustration Purchase Licensing Rights [
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Sept 1(Reuters) - Oncology company Novocure (NVCR.0) (3 said on Tuesday a cybersecurity incident
involving unauthorized access to certain information systems in mid-August exposed internal records of
more than 1,400 U.S. patients.

The breach adds to a growing number of cyberattacks on the healthcare sector, including medical device
makers Abbott (ABT.N) (3, Stryker (SYK.N) (5 Medtronic (MDT.N) [5 and Boston Scientific (BSX.N) L[5,
drugmaker Novo Nordisk (NOVOb.CO) (% and drug-delivery equipment supplier West Pharmaceutical
Services (WST.N) (5.
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Atrium Health Pays Up to $1.8M to Resolve
Pixel Lawsuit

Posted By Steve Alder on Jul17. 2026

Charlotte-Mecklenburg Hospital Autherity, doing business as Atrium Health, has agreed to pay up to
$1,800,000 to settle a class action lawsuit stemming from its use of pixels and other tracking

technologies on its MyAtriumHealth (formerly called MyCarolinas) patient portal.

North Carolina-based Atrium Health operates a dozen hospitals in North and South Carolina, along with
more than goo care facilities in the two states. Like many health systems, Atrium Health used tracking
technologies on its patient portal. These tools have important uses for website operators; however, their

use on healthcare websites risks impermissible disclosures of sensitive data.

“When these tools are added to authenticated web pages such as patient portals, patients’ protected -
OpenAl CEQ Sam Altman attends an event in Tokyo, Japan February 3, 2025. REUTERS/Kim Kyung-Hoon /File Photo Purchase Licensing

health information may be disclosed to the third-party providers of the tools, such as Meta (Facebook) Rights (3
and Google. Following an investigation, Atrium Health determined that between January 1, 2015, and July
31, 2019, the protected health information of up to 585,959 patients may have been impermissibly Summary  Companies

disclosed to third parties as a result of the use of these tools. When reporting the data breach, Atrium « The lawsuit seeks damages and a court order requiring ChatGPT to end conversations with people

Health assumed that all patients whe used the portal had their ePHI impermissibly disclosed. needing immediate medical help

+ OpenAl has said 40 million users ask ChatGPT healthcare-related questions daily

The data potentially compromised included IP addresses and third-party identifiers/cookies. If forms . ] : ;
« The company is facing a growing number of lawsuits alleging real-world harms

were filled out, that disclosed information may also have included full names, email addresses, phone

numbers, city/state/zip code. gender. and any other information entered into the forms. July 22 (Reuters) - A Florida pastor sued OpenAl and its chief executive, Sam Altman, on Wednesday

claiming ChatGPT's inaccurate medical advice kept him from seeking treatment for recurrent dizzy spells,
leading him to suffer a pulmonary embolism that nearly killed him.
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Welcome to Medical Data Privacy and Ethics
in the Age of Artificial Intelligence

* You’'re sitting in BME2142

* When: Wednesdays, 15:00-15:45, 15:55-16:40
 Where: SIST, D106

* Office Hours: Upon Request

* Teaching Assistant:
 Jiarui Xu (xujr2025@shanghaitech.edu.cn)
* Haoyun Xu (xuhy12025@shanghaitech.edu.cn)

* Instructor: Zhiyu Wan (wanzhy@shanghaitech.edu.cn)
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Goals of This Lecture

= Know more about this course
* Instructor
* Objectives
e Grading policies

* Schedule

= Overview of the concepts - e
e Al 2= b 25
* Medical Data —
e Medical Al
* Privacy i )
* Medical Data Privacy @ g‘ﬂ:’a - |-
* Ethics
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" Hil I’'m Zhiyu Wan.
* BEng, Automation. XJTU (Gifted Young)
* MS & PhD, Computer Science, Vanderbilt
* Postdoc, Biomedical Informatics, VUMC o
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" Faculty in Biomedical Engineering

(https://zhiyuwan.com/hisir-lab/)

" Research Areas
* Biomedical Data Privacy
* Alin Medicine
e Trustworthy Al
* Al Ethics
 Computational Game Theory

Yevgeniy Vorobeychik Dongarra gy André Christie-Mizell
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BME2142: Medical Data
Privacy and Ethics in the
Age of
Artificial Intelligence

Schedule
Projects

Public Datasets

Who / When [ Where

Instructor: Zhiyu Wan

Teaching Assistant: Jiarui Xu, Haoyun Xu

Semester: Fall 2026

Time: Wednesdays, 15:00-16:40

Location: School of Information Science and Technology, Room 1D106
Office Hours: Upon request, Location: BME Building, Room 228

Course Syllabus (PDF)

First Day of Class: September 16, 2026

Description

" Medical Data Privacy and Ethics in the Age of Artificial Intelligence " is a specialized elective course for graduate students
majoring in Biomedical Engineering and a foundational public course for Master of Engineering students in Biomedical
Engineering. This course focuses on issues related to medical data privacy and ethics in the age of artificial intelligence (Al), with
an in-depth exploration of privacy protection technologies, ethical dilemmas, and legal regulations surrounding medical data. The
curriculum covers ethical challenges and privacy protection strategies that may arise during the collection, sharing, processing,
and use of medical data. Through lectures, discussions, case studies, and project-based practice, this course aims to develop
students’ capabilities in designing intelligent medical systems and managing biomedical data. It helps students understand how
to balance privacy protection with technological innovation in Al-driven healthcare data systems, and provides a solid foundation
in ethics, law, and technical practices for their future work in medical data processing.

The course comprises four fundamental modules: the first part introduces basic concepts and major challenges of data privacy
and ethics in the age of artificial intelligence; the second part discusses social and legal approaches to protecting data privacy
and ethics; the third part covers technical methods for privacy and ethics protection; and the fourth part applies these privacy
and ethics protection methods to specific cases.

Schedule

(Note: This schedule is tentative and subject to change.)

Week Chapter Teaching Contents Readings Assignments

Course introduction.

The role of medical

data in the age of Al.

(Optional:
Concept of data .
o e 1 (EERERARES
. p Y 1E7®) Chs.8-10.

Week 1, Wednesday |. Course Introduction importance.
Sept 16, 15:00-16:40 and Overview of Data /

Lecture 1 (PDF)

Privacy and Ethics

Concept of ethics and
morality and their
importance.

Al ethics: machine
morality and ethics,
automation, and
employment.

2. (TFEfEIE) Chi2.

3. (EEHFRALCES
1E7Z) Chs.384.)

Week 2, Wednesday
Sept 24, 15:00-16:40
Lecture 2 (PDF)

BME2142: Lecture 1 ©2026 Zhiyu Wan

Il. Ethical Issues in Life
Sciences, Medicine,
and Informatics (a)

Research ethics:
ethical guidelines for
human and animal
experiments and
scientific research.

Life sciences ethics:
controversies arising
from reproductive
technology, genetic
technology, stem cell
research, etc.

Information security
and privacy issues:
personal data
breaches, surveillance
technology, facial

More to come (projects, homeworks, etc.) — links

(Optional:
1. { TEEE) Chao.

2. (EEHFRALCES
iE7E) Chs.587)

will be available from this schedule page




Course Objectives

= After this course, you should be able to analyze data privacy and
ethics risks from three non-exclusive perspectives:

* Data Detectives: Understand how seemingly private information, can be
discovered (or exploited) using automated strategies.

* Data Protectors: Construct privacy protection technologies that provide
formal computational guarantees of privacy in disclosed databases.

e System Builders & Policy Designers: Develop a system or design a policy with
built-in privacy mechanismes.

BME2142: Lecture 1 ©2026 Zhiyu Wan



Course Modules

Ethical
Challenges

Privacy
Challenges

Technological
Protections

Legal
Protections

$
L
$

Practices

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Expectations

* To analyze a dataset: You are expected to have a working knowledge

of the Internet, word processing, and analysis tools (Python, R,
Matlab, Excel, ...)

* To Build a system: You are expected to be competent in an object-
oriented programming language (Java, C++, Python, ...)

* Reading & Writing in English.

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Beyond Expectations

" You have experience in

* Information security (Cybersecurity expert, hacker)
e Data structures, algorithms, and statistics (Software engineer, statistician)

* Public policy and legal frameworks (Lawyer)

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Instructional Pedagogy

* Inputs: Lectures, group discussions, case discussions, guest lectures.

* Deliveries (Outputs): In-class quizzes, reading summaries, homework
assignments, and course research projects.

* Understanding-based, heuristic teaching approach aligned with
international standards.

* Encourage active learning and research interests.

* The primary spoken language is Chinese, while written materials are
primarily in English.

BME2142: Lecture 1 ©2026 Zhiyu Wan 13



Grading Policies

* This is a research-oriented course. There are no exams.
* A substantial portion of your grade will be based on your “final”

project.
Course Project 50%
Homework Assignments 30%
Reading Summaries 5%
In-class quizzes 10%

Attendances and Classroom Performance 5%
Total 100%

More details: https://zhiyuwan.com/bme2142/#grading

BME2142: Lecture 1 ©2026 Zhiyu Wan



Homework Policy

* Please do your own homework.

* Do not plagiarize without proper attribution — not even in your
reading summaries.

* You can use Al assistant. However, you need to disclose and
document the model/agent name and the version number/code.

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Reading Summaries

More details: https://zhiyuwan.com/bme2142/#textbook
" There is no required textbooks for this course.

" Assigned readings will be available one lecture before it is due (at the
latest).

" Your summaries should be no more than 2 pages in length.

=" Summaries will be graded on a {A-, A, A+} scale
* A-: You skimmed the reading and barely understood its meaning
* A: You read the reading and provided a reasonable account of its contents
* A +: You demonstrated critical reasoning and insight regarding the topic

= Submit summaries to the instructors and 2 TAs before class.

More details: https://zhiyuwan.com/bme2142/#reading

BME2142: Lecture 1 ©2026 Zhiyu Wan 16



Final Projects

* This course assesses students’ mastery of the course content through
course projects.

e Each team will consist of 1 to 3 students.

* Teams will select a topic of interest from a list prepared by the course
coordinator, conduct a literature review, identify existing solutions,
summarize unresolved problems, propose their own approaches, and
locate relevant datasets for experimental validation.

BME1323: Lecture 1 ©2026 Zhiyu Wan

17



Final Projects (Cont.)

* Each team is required to produce data-driven experimental results,
deliver an oral presentation and an poster presentation, and submit
a final project report in the form of an English-language academic
paper.

* With prior notification and approval from the course coordinator,
students may also propose and investigate a project topic outside the
provided list.

* Do not be afraid to discuss your project ideas with the instructor!

BME1323: Lecture 1 ©2026 Zhiyu Wan 18



Course Project Schedule

M Course Project Planning

Announce course project topics, and students begin forming teams.

Students complete team formation and begin selecting course project topics.
Each team completes project topic selection and begins preparing a project proposal.

Each team presents a project proposal for 5 minutes in class and submits a 4-page project proposal.

The instructor and teaching assistants conduct a mid-term evaluation of each team’s project proposal

and provide feedback and guidance to each team. Students then prepare their final course project

presentation based on the feedback.

BME1323: Lecture 1 ©2026 Zhiyu Wan 19



Course Project Schedule (Cont.)
esk | counaprojsctpaning

According to the score of mid-term evaluation, each team among top 5 (or top 20%) teams gives an in-class oral presentation of

approximately 8 minutes. Timing will be adjusted based on the total number of teams, with the presentation order not disclosed in
advance. All teams are required to create a poster for display on the classroom wall. The instructor, invited experts, and teaching
assistants will provide fair and impartial scoring for each team'’s presentation and/or poster. For teams delivering an oral presentation,
their oral presentation score will be multiplied by 1.2 and then compared with their poster score; the higher score will be counted toward
the final grade. Please note that the maximal proportion allocated to the course project in the overall course grade is 50%. For teams that
only create a poster, the poster score will be counted directly toward the final grade. Honorary awards will be presented, including Best
Oral Presentation, Excellent Oral Presentation, Best Poster, Excellent Poster, and Most Popular Poster. The Most Popular Poster Award will
be determined by student voting, with each student casting one vote. All awards will include a trophy, but no cash prize or additional

grade points.

Students submit the final course project paper (an updated 10-page paper. Note: co-authors are listed without ranking, but each co-
17

author’s responsibilities and contributions must be specified in the report).

u The instructor and teaching assistants conduct a final evaluation of the course project papers.

BME1323: Lecture 1 ©2026 Zhiyu Wan 20



Grading Policies for the Course Project

* The grading breakdown for the course project is as follows:
(20%) + oral/poster presentation (40%) + course project
paper (40%).

* The grading for the and the project paper is assisted
by the teaching assistant and is finally determined by the instructor.

* The scores for the oral/poster presentation performance are obtained
through a weighted average from the instructor (60%), invited experts
(20%) and teaching assistants (20%).

BME1323: Lecture 1 ©2026 Zhiyu Wan 21



Grading Policies for Other Issues

* Assignments & Quizzes

Tests and submitted work are primarily in English.

2 homework assignments: Q&A, calculation, programming, etc.; each carries
equal weight.

No collaboration is allowed.

Use of generative Al tools (e.g., ChatGPT, DeepSeek) must be disclosed,
including the model/version used.

From week 2 to week 15, there are 5 required readings in total.

2 closed-book in-class quizzes in Week 5 and 8, covering Week 1-4 and 5-7
material, respectively.

Grades and feedback are normally provided within 4 weeks.

BME1323: Lecture 1 ©2026 Zhiyu Wan

22



Grading Policies for Other Issues (Cont.)

* Attendance & Participation

* Attendance may be checked by QR code and/or random in-class questioning.
Unexcused absence: -=1% per occurrence, up to =5% of the overall grade.
Excused absences may receive no deduction, as appropriate.
Lack of active participation: =1% of the overall grade.
Serious classroom disruption: up to =5% of the final course grade.

BME1323: Lecture 1 ©2026 Zhiyu Wan
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Grading Policies for Other Issues (Cont.)

e Late Submission Policy
* Each student receives a total 1-week grace period across all submissions, including
homework, project proposal, and final project paper.
. ﬁ\fter the grace period: approximately =1 point (-1% of overall grade) per additional
ay
* Any delay of less than one day counts as one full day.

* Other Notes
 Homework may include bonus questions / bonus points.

* Final Grading Conversion

* |t is recommended that if the class size exceeds 30 students, no more than 40%
should receive an A- or above, and the failure rate should not exceed 10%.

-m_““n“---“m“
4.0 4.0 3.7 3.0 2.7 2.3 2 0 N/A N/A N/A N/A
No

Reference As per the
LGN EEERGRC LN 95-100 90-94 85-89 80-84 75-79 70-74 67-69 63-66 60-62 0-59 course >=60 <60 grade
Conversion Scale syllabus record
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Textbook & Recommended Reading

Book Name: {5 B F3H;

Authors: iR . E&E&TE

ISBN: 9780128163399

Book Name: T 20 1H

Authors: ZZIF X . EEI.

ISBN: 9787302524670

Book Name: Responsible
Genomic Data Sharing:
Challenges and

Approaches

Authors: Xiaogian Jiang,

Haixu Tang

ISBN: 9780128163399

Publisher: Academic Press

Publication Month:

2020.03

Version: 1

RIEE5EE ME
Publisher: #14% T M H ik | Publication Month: | Version: 1 Publisher: % AKZH fR | Publication Month: | Version: 2
o 2023.11 an 2019.06
Book Name: Medical Data | Author: Aris Gkoulalas- | ISBN: 9783319236322 Book Name: Guide to the | Author: Khaled El Emam ISBN: 9780429100659
Privacy Handbook Divanis, Grigorios De-ldentification of
Loukides Personal Health
Publisher: Springer Publication Month: | Version: 1 Information
2015.12 Publisher: Auerbach | Publication Month: | Version: 1
Publications 2013.05
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Schedule

* Let’s look at the syllabus.
More details: https://zhiyuwan.com/bme2142-schedule/

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Ethics (Sept 23, 30, Oct 10, 14, 21)

 Ethical Issues in Biomedical Research and Informatics
* Al ethics

Research ethics

Life sciences ethics

Information security and privacy

Medical ethics

= Ethical Issues in Data Sharing and Medical Al
* Data governance and data lifecycle management
e Algorithmic fairness and bias
* Transparency and interpretability

(Picture from Brad’s Slides) BME2142: Lecture 1 ©2026 Zhiyu Wan
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The Law and Regulations (Oct 28)

* The impact of international laws and regulations like HIPAA and GDPR
on the impact of biomedical data.

* China’s data security law and personal information protection law.
* Compliance requirements for medical data sharing.

(Picture from Brad’s Slides)

==
B _’T‘

"I E free, bl they sell vour information,”
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Privacy Risks of Biomedical Data (Nov 4, 11,
25)

= Biomedical data:
e Electronic health records
e Genomic data

= Attack models:
* Re-identification attacks
 Membership inference attacks
* Reconstruction attacks

= Risk Assessment Methods

-
| -
Y/ 4
NS
HW 1a

(Pictures from Brad’s Slides)
BME2142: Lecture 1 ©2026 Zhiyu Wan
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Common Privacy Protection Techniques for
Medical Data (Nov 18, Dec 2)

» Data de-identification techniques E’
* K-anonymization

2 =
- = 0 Y A .
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25 Bue T2 Edfea = W
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A .. 1l i
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= Game-theoretic models

4 ‘ ¢ " v !
o y .
Protecting social activists since 73BC.

(Pictures from Brad’s Slides)
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Advanced Privacy Protection Techniques for
Medical Data (Dec 9, 16)

" Cryptographical methods
* Homomorphic encryption
* Secure multi-party computation
* Encrypted hardware

HW 2

* Differential privacy
. Science \
* Federated learning B /orica science
* Synthetic data generation M) g
n Business

New Product

(Picture from Brad’s Slides)
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Privacy and Ethical Issues in Cutting-Edge Al

Technologies for Healthcare (Dec 23)

" Large Language Models & Generative Al
* |Introduction
* Applications
* Privacy issues
* Fairness issues
e Other ethical issues
 Solutions and future directions

BME2142: Lecture 1 ©2026 Zhiyu Wan
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Course Project Presentation (Dec 30)

* The students are in control

* You’ll be graded by a committee
of special reviewers

(Picture from Brad’s Slides)
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Introduction to Al

" Definition of Al: Al refers to the simulation of human intelligence in
machines that are programmed to think, learn, and make decisions.

" Types of Al:
* Narrow Al: Specialized in performing specific tasks.
* General Al: Hypothetical, with abilities similar to human cognitive functions.
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Development of Al

= Early Development: The origins of Al date back to the 1950s, with
pioneers like Alan Turing and John McCarthy.

= Advancements in Machine Learning:

e 1990s: Introduction of supervised and unsupervised learning.

 2010s: Emergence of deep learning, enabling Al to handle vast datasets like
images and speech.
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Next: Al Everywhere - Work, Education, Healthcare, Robots

Age of Al

The Evolution of Al
(1956 -2026)

From Idea = to Smart Machines

Birth of Al Dartmouth Conference - “Artificial Intelligence!” @._
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[ ] [ ]
Medical Genomic Electronic Wearable
e I C a a a I n e g e O Imaging Sequences Health Records Devices

» Types of Medical Data: l : : l
* Electronic Health Records (EHRs): Patient data including [Pj [Regenemﬁve}[ Drug ][ Healt ]
medical history, diagnoses, and treatments. Medicine | | Medicine | | Delivery ] | Monitoring
[ ) Medical Imaging: X_rays’ MRIS, CT ScanS’ etC. Parvin N, Joo SW, Jung JH, Mandal TK. Multimodal Al in

Biomedicine: Pioneering the Future of Biomaterials,
Diagnostics, and Personalized Healthcare. Nanomaterials.

* Genomic Data: DNA sequences and genetic information. o5 015020
* Wearable Device Data: Vital signs, activity data, etc.

= Role of Medical Data

* Training Al Models: Al models require vast amounts of medical data to learn
patterns and make accurate predictions.

e Data-Driven Insights: Medical data allows Al to assist in diagnosing diseases,
predicting outcomes, and personalizing treatment plans.

* Challenges: Ensuring data quality, privacy, and compliance with regulations.
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Electronic Health Records
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Biomedical Informatics =~ Biomedical Data Science

Randolph A. Miller, MD, FACMI

* The Cornelius Vanderbilt Professor (Emeritus) of Biomedical Informatics.
* The founding Chair of the Department of Biomedical Informatics (DBMI) from 2001-2004.

* The initial DBMI mission was to develop and evaluate leading-edge biomedical software
applications to improve the quality of care, promote research, and enhance patient safety.
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Al in Medicine

* Al in Medical Diagnostics

* Al for Image Recognition: Using
deep learning to analyze medical
images like X-rays, MRIs, and CT
scans for early disease detection
(e.g., detecting cancer).

* Al in Pathology: Al-powered
systems to analyze pathology
slides.

nature reviews clinical oncology

Explore content v  About the journal v  Publish with us v

nature > nature reviews clinical oncology > research highlights > article

Research Highlight ‘ Published: 21 January 2020
BREAST CANCER

Al outperforms radiologists in mammographic
screening

David Killock &2

Nature Reviews Clinical Oncology 17, 134 (2020) | Cite this article

11k Accesses ‘ 297 Altmetric | Metrics
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Al in Medicine

Journal of Medical Internet Research jmir.org

The leading peer-reviewed journal for digital medicine and health
and health care in the internet age.

Al in Personalized Medicine Q

° PreCiSion MediCine AI mOdEIS can = J Med Internet Res. 2018 Sep 25;20(9):e11087. doi: 10.2196/11087
process genomic data to tailor

treatments based on individ ua| Using Artificial Intelligence (Watson for Oncology) for Treatment
ti k Recommendations Amongst Chinese Patients with Lung Cancer:
genetic makeup. Feasibility Study

* Predictive Analytics: Al algorithms
can predict the likelihood of
disease recurrence and suggest the
most effective treatment options.

Chaoyuan Liu %, Xianling Liu *, Fang Wu %, Mingxuan Xie 2, Yeqian Feng , Chunhong Hu 1®

Editor: Carlos Luis Parra-Calderdn
Reviewed by: Francisco Nufiez-Benjumea, Edward Meinert, Robert Robinson

» Authorinformation = Article notes = Copyright and License information

PMCID: PMCB231834 PMID: 30257820
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MEDICAL HOME LIFE SCIEMNCES HOME An AZoNetwork Site

Medical Device

About COVID-19 News HealthA-Z Drugs

. . EWS
Al in Medicine

Insilico Medicine uses Al to discover novel
SIK2 inhibitors

* Al in Drug Discovery and
Download PDF Copy :z| Reviewed
Development S

* Acceleratl ng Drug Dlscove ry: AI Insilico Medicine ("Insilica”), a clinical-stage end-to-end generative artificial intelligence (Al)
ana Iyzes mMass |Ve d ata Sets Of drug discovery company, has achieved a significant breakthrough in the application of
. . . . multiple generative Al models and AlphaFold structures for drug discovery.
molecular information to identify

Applying Insilico's generative chemistry engine to AlphaFold-predicted protein structures,

pOte nt | a I d rU g Ca n d |d ateS . researchers discovered novel and selective inhibitors for salt-inducible kinase 2 (SIK2), a
. e . . potential target for anti-inflammation and anti-cancer therapy. SIKZ is highly
* AI for CI iN Ical Trla IS: AI IS U SEd to overexpressed in 30% of human ovarian cancers. The findings were published in the July
. . . . 13 edition of Bioorganic & Medicinal Chemistry.
identify suitable patient cohorts,
p re d | Ct t ria I () utco m es’ an d () ptl mize 13 Utilizing the capability of Chemistry42 and AlphaFold predicted structures, a
. . series of novel, potent and selective SIK2 inhibitors were identified through
t la I d esl g nsS. structure-based design strategy. This work further demonstrates the power of

Insilico’s Pharma.Al platform.”
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Applications and Concerns of Large Language
Models in Health Care

* A summary of the applications and concerns regarding LLMs in healthcare as communicated by 65 reviewed
research papers selected from a pool of 820 articles sourced from PubMed, ACM, and IEEE, published before

September 1st, 2023.

Summarization Reliability
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recommendation Block
Prediction Privacy
Applications Concerns

Wang L*, Wan Z*, Ni C, Song Q, Li Y, Clayton E, Malin B, Yin Z. Applications and Concerns of ChatGPT and Other Conversational Large Language

Models in Health Care: Systematic Review. Journal of Medical Internet Research. 2024 Nov 7;26:e22769.
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So... What is Privacy?

Privacy
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Security for Privacy?
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Authentication: login with password, tokens, keys

Authorization: permission and role-based models
to read/write data

Encryption: to avoid eavesdropping during
transmission and storage

(Adapted from Brad’s Slides)
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Security for Privacy?

Authentication

Authorization

Encryption

But Data Can Re-identify!

(Adapted from Brad’s Slides)
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Security for Privacy?

Authentication

Authorization

Encryption

But Data Can Re-identify!

(Adapted from Brad’s Slides)
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Data Privacy Definitions

* Data privacy refers to the principles and practices that protect
individuals' rights and autonomy regarding the collection, use,
storage, sharing, and disclosure of their personal data. (GPT-5.6 Sol)

e Data privacy is the condition in which human autonomy and dignity
are safeguarded through the controlled collection, use, and disclosure
of personal information, achieved via mechanisms such as
confidentiality, predictability, and disassociability. (DeepSeek-V4.1-
Flash)

e Data privacy is a condition that protects human autonomy and
dignity through properties including confidentiality, predictability,
manageability, and disassociability. (NIST, National Institute of
Standards and Technology)
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Data Privacy Definitions (Cont.)

* Data privacy refers to the principles and regulations governing how
personal information is collected, stored, used, and shared,
emphasizing an individual's right to control their own details.
(Dictionary.com, Al generated)

e Data privacy is the study of computational solutions for releasing
data such that (paraphrase Sweeney)
* a) the data is practically useful (utility) while
* b) the aspects of the subjects of the data are not revealed (privacy).
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Pioneer of Data Privacy

Carnegie
Mellon

University

Latanya Sweeney, PhD, FACMI

The Daniel Paul Professor of the Practice of Government and Technology at the Harvard
University.

In 2001, she founded the Data Privacy Lab at Carnegie Mellon University.

She pioneered the field known as data privacy, launched the emerging area known as
algorithmic fairness.

Her best-known academic work is on the theory of k-anonymity.
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A Visual Perspective

Utility

Privacy
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A Visual Perspective

o — I

Utility

Privacy
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A Visual Perspective

Utility

To ensure privacy, you
must not reveal any data

N

o
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A Visual Perspective

Utility

Privacy
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A Visual Perspective

Utility

Privacy
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Data sharing, Privacy, & Policy in Healthcare

* Individuals want control over who can — AND CAN NOT — view their
health-related records

* We can not always control who gets our information
* Data collectors are required to maintain privacy

Nezha’s Preferences -

Physicians = Yes
Researchers = Yes
Insurance = No

HOSPITAL RECORDS

(Adapted from Brad’s Slides)

Insurance 56
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Biomedical Information

* Not quite in the public

e But... information is shared for
various purposes in various
contexts

* How do you protect privacy of
corresponding individuals?

(Adapted from Brad’s Slides)
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Definitions &) o

* Ethics: The systematic set of principles or guidelines that govern conduct
within a particular context, often derived from philosophical theories and
professional standards. It deals with questions of what is right and wrong,
and what individuals ought to do in various situations.

* Values: Individual or collective beliefs about what is important, desirable,
and worthwhile. They reflect personal or cultural priorities and inform
decisions and behaviors.

* Morality: The principles or rules of behavior that individuals or societies
believe are right or wrong. It is more focused on practical, everyday
conduct and often carries a strong emotional and social component.
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Etymology of Ethics

* Etymologically, the English word “ethics” (ethica in Latin) can be
traced back to the ancient Greek noun, (ethos), which denotes a

“habit” or “custom”.

* Ethics is a practice discipline that refers to human action with the
purpose of being morally good.

* In Chinese, “42” means “Order” which represents relationships; “I£”
means “Rule” which represents principles.

* “Morality” is more subjective. “Ethics” is more objective.
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Readings for the Next Lecture

=" None.

= Optional

O (EERERARRIESIELE) Chs.8-10.

Q (T3

Z1PIE) Ch.12.

Q (EERFERARIESIERE) Chs.3R4.

Q (T3

Z21PIE) Ch.10.

O (EERFERARIESIER) Chs.5&7.
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